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LEADERSHIP SKILLS 0P<%HE FUTURE

hY . R

"INTRODUCTION ‘ S C s -

* . . . "o - \

Fripage trere,
b I

The. Quesiion Being Raised )
- } \
Nhﬁn one raises the question, "What are the leadership
skills of the future going to be?“, there is often an almost automatic

reactlon that they w111 be no different from what was requ1red in the “H

4 .

past. While there is ng.doubt some truth to the belief that the
///f successful Jeader of the future will require certain hlghly 'valued

i

leadership characteristics of the past, it appears equally valid that,

as society changes, it makes d{fferént demands upon its leaders. There-

[

.fore, while many of the leadership skf(f? which will be sought have béen
- ¥

. around for a while, there will be ,a greater need for,some than others.

"Which will be the leadership skills of leaders in educationswhich will
r Y . ~ > .

become 'increasingly important in the future?' is the main focus of this oLt

- .
1

article.

*

Approach to the Study of the Question

{

Fl -
¥ " Y

In order to hypothesize and attempt to anticipate and, predict

* what®he key skills of the future for leaders in education will Se, we have

borrowed from "systems theory'. Most simply stated, the theory sujgests

that change in the large system, For example a countrﬁ, has an . impact upon
[ a |

-
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L ‘the smalley system, such as a province, We have extended that idea
a to suggest that, if this is tyue, then the‘maior actors of the smaller °
systems will have to cope differénfly with new pressures which will

require different behaviours.

- - .L -
' ; : LEADER BEHAVIOUR
) §YSTEM CHANGE (S} SUB-SYSTEM CHANGE(S) CHANGE (8) .
1 ) T ) - ' ’ ) a [
” 2 -
3. .
4. A -
A ,
. 3
5 , ' o
Figure1
. Following is a’ concrete example to indicate more cleaﬁly .
- and pfecise{z what is being'suggeSted. Let us consider a school -

" board 25 & Iarge systém which has 3ur13d10t1on for educational

¥ ' £ ¢

matters, over a _ceTtain number of square miles, Wlthln ihat large system,

there are a number of .schools. The schools, as we are u31ng the definition

-+

in this particular thesis, are the sub-systems of that larger system which

’

are affected by changes in thé~supra-3ystem.

e
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' Key Defistitions - = ) ’

N :
- L 3 . ' Ll
Below are key definitions which will assist the reader in.

v 4

-

understanding more easily the ideas which are being proposgd herein.

L
-~ -

-~

N ) - . . L4
The '"'system' to which reference is made frequently is North -

S

Amerlcan 50c1ety The "sub systéms" which are discussed are the
educatlonal systems in’ thls sac;éty,)fgr example school boards, community

corleges, universities, with spec1al,emphas;§ on Ontario institutions.
» . - 5 T .

.

. The 'leader' or '"leaders"'involved in this discussion are

4
primarily the Chief Executive Officers or their immediate advisors.

Fl
L .

However, a number of people might qualify for the definition of Chief

Executive Officer: in realltyk it is anyone who is respon51b1exfor a

-

discreet admlnlstratxve unit. such as a college a university, a school

system,'a £amin of schoolbs, a school, or, if there is a department within

4

a school, college or umiversity, that particular department,

" . *

;: -' W%th-regard’to “leader‘behaviourg“: it should be noted that there
is a c&nceﬁt;afion on behaviours which are seen as some of the key ones,
bug}n; negessaril& the only ﬁnes which will be required of successful leaders
of the future. . . ' g
:

Recapitubation and Restatement.-of Mhé Problem *

- b »
' . r

To recapitulate: fi;;t; we shall identify a small number of\\‘\

,Canadian societal changes which may have, emanated from a shift in North

.

American or world policies, ones which might also be present in Ontario;
. ., \
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WEL COME -AND_INTRODUCTION

‘ s ' S, Jeffery - ‘ .
Conférence Chairman Y
R s Systems and Software Division :
I *National Btufeau of Standards ‘e
s L Washington, D.C. 20234 = - -
. N
. N \ '
On behalf of the Natiomal-Bureau of Standards, I would Tike to
welcome each of you to the Conference on Computer Security and -the -

Data Encryption Standard. The Conference ‘s being sponsorad.by the
National Bureau df Standards and the Civil Service Commiss?bn\h The
program that we have organized for you today has been styuctured to
pilace the new Data Encryption Standard as pub11shed_ln/Federa] Infor-
- mdtion Prbcessmg Standard 46 into perspective with-other measures-

" that. cap beused to provide computer and data security.

The Conferente has been organ1zed into four sessions. The. first
addresses the major computer security *aspects _related to the DES,
. These ip risk ana]y51s, physical secur1tg and ¢omputer systems
security.. Th second session involves those' topics that should bé *
con51dered in- the use of ‘datd- encryption. These incluge communications -
security devices, key management and system design: The third sessio

" ¢overs the applications of the Data Encryption Standard that are

presently identified. TheSe ihclude security prdJects 1nv01v1ng en-
cryption at the Federal-Reserve network, the' ARPA network and inme *
electrenic funds transfer, The final session will eovér various 1mp1e—

mentations and uses of ﬂﬁ? These w111 be discussed by iembers of
various companies that are 1nterested ih 1mp]ement1ng and u51ng the

DES. ) .

In order to cover a very-large subject in onE*aay, we request that.
aTl questions be written and they will be responided to following the
last session., Whenever po?ﬁ%b]e; the question should be addressed to a
speci fi speaker Each speaker willl prepare short wrltnip wers to
the questions. During the question and answgr period at .tHe conclusion
of the Conference, the four sgssion chairmen will take,tur reading

a question and the speaker's response, The &uestuons égﬂ‘an eti‘ruli

be published in the proceedings. . « __ _
: We hope that today will be béﬁeficﬁal to each of you and’that you
will fqnd thg program enjoyable. . . P
Y )
. ’ ¢
2 e




: The Data Encryption Standard in.Perspective .

-

- . .- ¢ -
Eﬁi " " Ruth M. Davis, Director : .
Insf'tute for Computer Sciences and Technology N~ .
‘National Bureau of Standards
Washington, D.C. 20234 >

* The Data Encrypt1on Standard was approved as a
Federal Information Procedsing Standard by the Secre-. v
tary of Cgmmerce on Novegber 23, 1976. This Standard
was developed as a part of the Computer Security Pro-
grdm within the Institute for Computer Sciences and -
Technology at the National Bureau of Standards. This
paper places this standard -in perspective with other. ’
computer security measures that can and should be
. applied to Federal computer systems either before
- or coincident o using the Data Encryptjon Standard.
NB§‘1n1¢1ated the sfandards development effort s .
leading to adoption of the DES in 1972. During this’
»  period,.NBS. solicited for algor#thms and information )
upon which a standard could be based, published for . .
comment the algorithm which bgst satisfied the re-
quirements of an encryption standard, and coordinated
the effort with both the potent1a1 using commun1t1es
- & and supplying communities. .

]

"
+

. This paper outlines the enviranment surrounding "
dnd the history of the Data Encryption Standard and .
discusses the objectives ‘of additional standards to .
be developed within the computer ggcurity propram.

.. - __Key words: Computer security; encryption; standard.
- ] . ‘ .

— t, ) [ ] .

1. ® introduction

F L]

* There' are very few of us today wﬁéther we are computer scientists,
managers, ADP facility.personnel or conmunications specialists who have
experience with encrypting-and decrypting information in any operational
envirooment. Therefore, ‘there are Yery few of us who know what to ex-
pect when We first Begin to use data-encryption procedures. As we en-
<, counter problems or unexpected happenings there will be very few pre-

. cedents welcan draw upon for guidance. We should, therefore’, try to -

. L]
. | Vg . N B n
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Ta ’ . . 1
. he - t ~ .
get the most~from those individuals and organizatidn&-who have afready '
i stumbled and iearned from theqr‘exper1ences. We will need to know who
~  they are, whether they are in industry, Government or academ1a. .

> v First, owever, we need .to remind.ourselves as to why there are so
, many of us now concerned with datda encryptionewhen there were so few in
the past. As might be anticipated; s1nge we are still at the beginning
of the first real sign of genera] or public interest in encryption, it is
. % difficult to pull apart the unﬁerbrush dnd 1dent1fy any real pathway.

- But- let us .try, {\ \LH/\
2. Who Has Been Using Encryption? . '
Pr1 r to the mid-to-late 1960 s almost the only use of encrypt1on
. was Eor nat1ona1 security purposes. National security is s&ill the
predominant motive for data encryption. Other long-&stablished uses
of data encryption have beén principally inm foreign countries by inter-
sministry networks, police and gendarmeries and embassy communi cations
. Systems. How do we ascertain these other principal users of data en- .
t" . Eryption?¢ Not surprisingly, we used the traditional market ipdicator--
namely, who are “the buyers of data encryption equipment sold by vendors.
Here, even for U.S.. vendors of®cryptographic equipment,the market is
pr1nc1pa11y foreign buyers. . ,
1n the United States at the present time, a very small percentage
of companjes use cryptographic equipment and-encrypt1on procedures .
Heﬂée, it is quité apparent that if we are to find and usé available _
’ ; expert1se and experience in cryptographic applicatiop, it will be From
.. within the U.S. national securtty commun1ty, foreign organ1zat1ons and :
governments and a very few U.S. companles . -, o

*

4

3

£
Ty 3, why Is Encryption Mére in fdemangd Now? - .
LI 21nce ;he late 1960's thene have been a few newly emerging but .
important motivations other than national gecurity for empioying crypto~
; * ‘graphicequipment and procedures. Categor1zed 1n)terms of qachnolog1ca1-
ly-induced changes thiey are s1mp1y that?

[ P

ﬁ” : 0 Computer and communacat1ons technology have combined to
eﬁcourage dramatic increases in- -the volume and gpeed of .
' 1nformat1on qo]]ect1on and d1stribut1on "\ ‘
i Fa . . t- ’
0 - The Bs1nc1pa1 mode for d1str1but1on of time- sen51t1ve .

. - data is new électronic.

L]
3

‘o Advances in electron1c.technology have made electronic
surveillance and interception 1nexpens1ve and ava11ab1e e
. to 1nd1v1dua1 buyers - P , .t




V- . . - - . . 1 \
\\ . o Computer, communicationland*transportation technology
\ have combined to make the gecgraphically disperged
. ; company or government the more ‘common organlzatlonal .
: entity with its managemeft almost tota]]y dependent’ S
. ~on electronic means of i format1on trangmisston., Cat-
™ i egor1zed in terms of real or perceived threats, these
. new motivations:for employing encryption -can ‘be put im
, - di fferent. terms--namely, jn a¢ gough chronological order :
s of emergent threat- as fo’!\ow& . . ¢ B
" - . o "
. L " Organized and intentignal .attemots t8 .
' S obtain economic or market infermation . .
) from.competitive organjzafions in the - , "
private sector. ~ : =~
Organized ard intentional attempts fo. -
oo obtain econpmic informa®ion fr0m govern- :
nent- agenc1es. S ) v {

_ lnadver ent acquisition of economic or -
. © market information, . . PR
-~ . --\‘ '
. " Inadvertent acqu1s1t1on of 1nfog2at1on
. . about 1nd1v1duals 'y
~ = . - .Intentional fraud through illegal access . - . _
. to:computer data banks with emphasis in . . ..
. oL degreasing order of importance on acquisia - =
" tion of funding Wata, econowic data, law i .
» . . enforcement data and-data abowt individuals. ;

[N
-

- " Govermmental intrusion on the rights of. . T
. . ‘ : - individuals, ) . v

l . Invasiorwf individual r1ghts by theﬂ
. Intq]]1gence Commun1ty

* . *

ry L] -

... "4 What Is The."Cryptpgraph1c Marketp1ace7“ . "“\\L\\h__? ﬂ/V//’
‘ Faced,wlth this sporadic but increasing demand for«cryptégraphic

. equipment, what kind of cryptographic marketplace exists? Obviously,
————=%he cryptographjc marketplage has a very lorg history since equipment
" and procedures for tfansforming data “into- unthtelligible form and then _
transforming it back 1nto Jnte1]1glble fbrm have been used for thousands 1 "
' of years. . . o

- -

However, Tooking just at the 1970's, before the advent of the NBS
data encryption standard, the crypfographic marketplace was and is
- large, chpetl {ive, and onev1n°wh1ch caveat emptor or "buyer beware"
was the preva]ent theme, ‘There are about 150 manufacturers of discrete

. . . " b -
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cryptograph1c dev1ces world-wide of WhICh somewhat less thah 100 are
e ‘American compahies. Most cryptograph1cgequ1pment is now 2léctronic -
"where just a few years ago it was ‘either mechanical or electro-mechanical.
There are also a very few--probably less than f1ve—-compan1es world- wide
that sell software encryption packages. :
. . v
| , COIf you really dig in and.read company brochures, you will find about
I . a dozen major manufacturers with what we would call a full Tine of cryp-
L tograph1c gqu1ment e.q,, equipment for data with different trans-
mission speeds, for different.types ofechannels and transmission methods,
for off-1ine and on-line usé, etc. My estimate is that move than 75% of -
these dozen companles are foreign nmnufacturers

v [ t' “*
™ L]

K The commerc1a] equ1pment is generally descr1bed in the above term-
inology, with add1tﬁ?na1 descriptors of-allowable key variations and +h
“working principles.™ We tan refer to the-working principle as the gn- -
crypt1on a]gor1thm. - : . s

;

e

As you may recaTI the marketpface was described earlier -as one of
“buyer bewaﬁ@k—' Th1§a1s because the intricacies of relating key varia--
ezns and working pr1nc1ples to the real strength of the entryption/
! ryption equipment were and are: virtually unknown %o almost a™: buyers,-
i and informed dec1svon§ as to the r1ght type of on-1ihe, off-Tline, key
. generation etc., wh1ch will meet buyers' securlty needs have been’ most PR
"1 difficult ‘to make. ?- e . W .

It was 1nt0 thﬁa aré%a'jhat the Nationéi Bureau of Spandards en-

~ ': tered. in 19?2 L E
1[ ;d"’ . - L
- : .54 Leg1s1at1ve And Governmenta] ReSpons1b1I1t1es - .'.¢
N L.;:.-i*f - '

Ko ﬁas ons1b1v1tﬁes for des1gn, use .and applications of cnyptographic .
- equ1pmen were not learly def1ned in 19?2 they are st111 not clearly
. defined..in ]9?1 5 . . {

_. . | k
. NBS, under 1ts Brooks Act (P.L. 89 306) reSpdhs1b111ty for setting
N Féderal §tandards for effective and efficient uses of computer systems,
initiated ajmuch feqded p ogram;1n computer security in 1971, It pur-

“sued as an gssentiall,part of computer security the development of dafa
s encryption standardsy, The. purpose of theNBS data encryption standards
ddveIOpmentieffort wis_1o iprotect computer data in transit or resident

in eomputer tfatems nd Fatworks T .

The primary con tituehcy ‘under ‘the Brooks Act for NBS' data en- .
cryption standards wdre Federal agencies; the secondary constituency
deriving from NBS' .responsibilities as a member of the Department of .
Commerce was the gene¥aT buyer not 0gerat1ng under nat1ona1 security
‘provisions and dTrect ves.
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t Respon51b1]1t1es for cryptographic R&D and use in national security

o .

.activities are fairly well defined under the Natipnal Security Act of

“decreased existing competition in the cryptograph1c marketpiace,

1947 and under the amending Executive Order .11905 of February -18, 1976,
Under this Exeqyt1ve Order, the National Security Adency serves "under
the Secretary of° Défense as the central communications security authority
of the United States GoVernment" and is responsible for the "conduct of
research and development to meet the needs of the United States for sig-
nals .intelligence and commun1cat1ons security.” NBS has asked for and
received the unique and véry valuable assistance of NSA since 1972 in
NBS’ effort .to provide- data encryd%1on standards for its cons tituencies.

‘ L) L

.

. The 0n1y recent re]evant Congressional Ieg1slat1on is the Privacy
Act of 1974, under which OMBassigned .NBS Yesponsibilities for the de-
velopment of computer.and data standards to meet the needs of the Act., -
Data security is_not a requirement of the Privacy Act of 1974. However,
data security is One of the means best suited for meeting requirements.
of the.Act. X ‘

As of 1977, NBS' data encnypt1on program and its recently issued
Data Encryption Standard (DES) have not, to the best of our knowledge,
In-~
deed, at least five new hardware and/or software encryption products
have entened the marketplace as a direct result of the DES. -,

1
-

Probably the ﬂ%aﬁcipél chaaz in the marketplace that can be

» attributed to NBS' DES is the Tessening of the "buyer beware" character-

“collection of relevant information, was initiated in 1973.

istic. Anyene buying cryptographic equipment which has been validated. -
against the DES can be assured of a spelific Tevel of data -security:
ngmely that 25% attempts and the, use of the method of "exhaustion are
required to obtain any ofg key for fhe encryption algerithm used in the
DES. ‘ Tt

6. H1story 0f The Data Encnypt1on Standardc ‘ . -

T

ﬁs I remarked earlier, the development and history of the DES have
been flost 1nterest1ng "ﬁfhas been directly involved for more than .
five years.  Th& active standards development effort, beg1nn1ng with
Wesolicited .
for 1nf0rmat10n that was available.in the field of cryptography that

" could be used in guiding our efforts. We were looking for the techni-,}

cal specifications of a method of encnwption which could be econom1ca11y

employed in a variety of computer security applications typical of ow =,

bss1gned donstituency. We wanted this information to be publicly avail-
'able. so that anyone desiring to adopt the standard could do so. - We
wanted the method of encryption selécted as a standard to be amenable
.to various types of equipment built by the many vendors of computer and
terminal equipment. MWe wanted the specifications of encryption to be
unambiguous so that anyone would be able to decrypt the data encrypted
by anyone who also adopted the standard if he had the "key" or secret -
vdriable that had-been’ used. K

<~ . +
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Our first solicitation,\inNay 1973, $roduced nothing that satis- .
fied ‘these wants. This solicitation requgsted "proposals for information
and algorithms" that.could be used in_deyweloping a standard and we got a

"lot of unsolicited proposals to develop gncryption algorithms. It seemed
that a lot of mathematicians had ideas, they wished to pursue. Develop-
ment of encryption algorithms is net sogething you do overnight, however.
The algorithm that we received whieft hafi the best theoretical, foundation .
was received .s¢ratched in pencil on a gheetrof paper. It was suggested -
that a random stream of characters be firitten onto two infinite length
tapes which are sent to the parties wjshing to communicate. .The sender
should add the random stream to°the mgssage and the receiver should sub-'-
tract the random stream from the mesgage ... This turns out to be the only
perfect security system, but we've hyd d{?¥icu1ty finding suppliers of )
infinite length tapes. In addition,fthis system ha$ other practical X
problems. : - .

., ™ :

) e -» o . I
) Even though we received no useri% algorithms from the first solici-

L

tation, a positive step was made.. Inferest was. Sshown in ¢ryptography
.« and a need for an encryption standard was demonstrated. In adition, - -
when a second solicitation was made in August 1974, séveral algorithms '
N, were submitted. Some-were too specialized: some were ineffective. One, -
was reseived that showed great merit aﬁgfi encryption algorithm,

b ]

7. Review Of The Data, Encryption Stand¥fd . - N -
’ ' This a1gﬁ?;:;a“§3§ published for public comment in March 1975, after . _
undergoing Government review for acceptability as a Federal standard. ) )

This is the third phase of a standards development effort: coordination , .
and review. However, even Yefore this was done, procedures were worked+
out between NBS and IBM, the developer of the algorithm, for having the
~  rights for making, using and selling apparatus implementing tfe algori{hm
available to interested parties under the claims of certain patents held
by IBM. The terms and conditions of the agreement by IBM to grant non- . l
exclusive, royalty free licenses under these patents are spelled oyt in
the May 13; 1975 and August 31, 1976 issues of thé Official Gazetteyof
the United States Ratent and Tradbmaqr Office.
, v - . :
The comments received concerning the algorithm were most’inferesting,
The most prevalent need_that was apparent from the commehts was. for & e
general education in encryption. Commentops either simply wanted infore’ _
mation on the subject or made comments showing that they did not under-
.+ stand the dpplications and requirements &f encryption. This.Conference
was organized by NBS and CSC to.satisfy this need. The comments also
! suncovered an important issue regarding the competitive aspects of imple-
menting encryption’ in various compufer architectures. This was studied
Tong ahd hard by both” the ]egaq_@pd the technical_staff of the Department
of Commerce. Alternative modes of employing the proposed standard were
defined and evaluated:, and.the best ones suggested. for use in variaus
architbctures. These modes can be used to providé.the efficiency neéded
to*sqtﬁsfy those concerned about this issue. .

LI 1
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The ¢o Tex1ty and security of the algorithm were discussed in sev-
1 commen?g .The algorithm specified in the DES. is very complex. A -
ptographic algorithm that provides a high level of security must .be

comp]ex } In owder to minimize the impact on a genera1 purpose computer

“system, a hardware implementation was specified in” the standard. Hayd-

ware implementations also can be validated and .are nearly immune to

unauthorized, undetected modification by a potential system penetrator.

Software programs are susceptible to modifjcation and.ar€ difficult, if

"not. impossifile, to validate. Howéver, the security of the a]gormthm be-

came the most controversial issue. ~ ,

L] L]
Y »

A standard should be acceptable to a broad range of users.. It can-
not, however, satisfy all possible needs of all possible userss A stan-
dard should be amenable te Lhange when new applications or new technology

"evolve. It should;be reviewed periocdically to evaluate any need for
change. The DES was developed within this framework.- Some commentors -
felt that®he security and complexity of the algorithm was not needed in
their application: they warited a simpler one. Some fe\é that .the secur-
ity was inadequate for their.needs:. they wanted a more komplex one.

They felt that the standard should satisfy all securﬁty requ1rements for
all possible users for all time. - . .

. . e —

" The matter was studled at great, length by NBS. A workshop was or-

-ganized to evaluate current technology .and any techno]ogg in the foresee-
able futire which ight reduce the effectiveness of the Standard. An- ,
other workshop wa 0r§an1zed to analyze the mathematicaT foundation of *
the akgorithm and 1dent1fy real or potential weaknesses of the algorithm.
Both workshops resulted in a consensus that the' DES was satisfactory for
the next ten to fifteén years as ®cry toqraph1c standard. .No methods
for obfigining-a key that you,.as users,yselect to profect your data dre
known ghort og try1ng all theoret1ca11y p0551b1e keys.

- +

7 - There are 7, 2 X ]0]6 possibie keys for use with the DBES. This means
that a key'would, have to be tested every m1srosecond for the next two ,
centurias .in the fastest.computers expected in the next few years. A
machine con51§t1ng of a millioncspecial purpase-electronic chips, each
dofng a test in a micrbsecond wa suggegted as a thréat in the comments.
Qur work§hop on technology concluded that Such a machines a1th0ugh capabTe
0? deriving one key in-a day, givenimdtched plaintext-and cipher, would
.cost over $70 million)to build between now and J990, be 256 feet long,
draw m1]110ns of watts of -power, -and anyone attempting such a task would
have a Very low probability of suctess. I do not want to understate the
igsue of security but I do want to put it into its proper pepspective.

The risksvto’data encrypted by the DES will come from sources other than
brute. force attacks. _ .

-
[

Before leav1n§ this issue, I would like to provide some special
guidance. The key used with the DES is the key to security. A-¢liche,
disgusting as it may be; is often easy to remember. No matter hé%\§?0d
the algorithm and no matter how good the equipment, the:security pron
vided by encryption is*® only as good as the protection you give the key.
Methods for accomp}jsh1ng th1s will be dlscussed\foday and for many

-
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ould be random; key§ should be
y part predetermined. .Failure to ..°

- years as systems are deve1oped. . Keys
independant; keys should never have
follow .these rules. or compromisas A
the security. equ1valently

:.8. Related Security. Phasb &§ o . ‘ \
fsures related to the use of encryption are .
don in the next session. Aurisk analysis is
A specifically reconfended in the DES before encryption is selected
ﬂé? for use. Admzpfgtrétive security should be-adopted before "encryption
. is used and milst be expanded to include the procedures of Mey handling
when encryption is implemented. Physical security is-always!required ‘
v degrees in all computer systems. Additional‘?equagizents for. ¢

o P‘f ’
Other ‘security’

s - "scheduled for discy:

ng encryption equipment must Re satisfied when encrypijon is
Pinally, the: technteal implementation of encryption equipment
be perﬁ)fed for an effective cryptograghic system. These argas
11 be discussed 1n depth throughout the déy.. )
¢
The DES was adopted as a Federal standdrd ongliqvémber 23, 1976,
agd published as Federal Information Processing StgqhardS'Publ1cat1on 46
on January 15,-1977. Each of yoy received a copy in your reg;strat1on
packet. The standard is divided® nto two sections: the announcement
section and the specification section The announcement portion gives
»'the administrafive ground rules for following the standard. Everf
- agency is, responsible for complying with the standard. Encryption .
should only be dictated for use from within an agericy and only after an
in-depth risR, analysis is done. When éncryption protection is required
and if the data is unclassified, then gﬁcrypt1on hardware should be pro-
curad when it complies with FIPS PUB 46 and used Yo provide the desired °
. frotection. The specification pbrtion defines una
" to be used’to evcrypt and dedWpt data.s; Related a
' formation should be obtained from the arnouncement porgion The.effect1ve
date of the standard is July 15, 1977, and Federa™agen 'e§f;re t 0ugOm-
p]y w1th the: standard after that date.

0

L3

alone. Ex-

isting starfdards must bg used and additional standards are meeded. Ex-x

~ isting Federal Iniformatigen Proceéssing Standards {FIPS) and FederaT Tele- s
- communications Standards (FTS) are to Bi.used when imple g the DES

.o -in commufications, .However,.additio standards for the«e] frical,

" mechanical and functional aspects of s ~alone, add-on/communications
security equiphent utilizing the DES aré ded.- Stand ds for incor-
porating DES devices in terminals and commun rocessors are needed

- for an effective crgptographic system: ' \L

In a commun1c5t1ons appl1cat1on the DES does not stan

A technical subcommittee for 'developing a standard for the use of
‘DES in communications-<has been established {y the Faderal Telecommunica-
“tions Standards Committee A{FTSC).” An ad hoc commi ttee, under the leader-
ship of NBS, investigated™the need,for such,a standard. The recommenda- -
tions ¢f. the ad hoc comNIQtee wereﬁgdopted by the FTSC and endorsed by

N,
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the FIPS ordinating and AdV1sory ttee, The recently approwed for—
mal subcomttittee is drafting a standaxd for review and approval as a
‘Joint Federal Telecommunications and/Information Processing Standard.

The formation of the#subcommjittee was recently annbunced in the Federal
Register. Technical contributions/and comments-are weTcome from in=

* terésted parties from both the public and private sectors.

9. Support of the Data Encryption Standard '

°The final topic Ii;:o'u]d Tike to discuss this morning is’ the supppsé
of the standard, the fimal phase in standards development. MBS will sup-
port the standard in various ways and you as potential users can obtain
assistance from several sources -in adopting the standard. A Data En-

cryption Testbed has been establishgd Within the I[nstitute for Computer \\:

Sciences and Technology at NBS to ﬁ?ﬁv1de some of the assistancey Two
major services are being performed., First, a validation service is being
established to test hardware devices for compliance with the specifica-
. tions of the standard.” The standard specifies a transformation of 64
input bits into 64 output bits based on a 64-bit key. It also specifies
that hardware be used to perform this transformation.  NBS has defined a
set of tests which provide a high degree.of assurance fhat the hardware
"implementation performs the transformation, c0rrect]y Vendors intending
to supply such devices to Government users must have the devices vali-
dqted This service will be done by MBS on a cost reimbursable basis:
The service will conform to the administrativé regulations found in NBS
Special Publication 250, Calibration and Test Services of the Nationa)
Bureau of Standards. Agencies seeking, to procure DES devices %$hbuld use =«
the wording of Federal Property Management Regulation 101-32 presentiy
béing amended by the General Services Administration. Finally, the
responsibilities of the National Securaty Aggncy, formulated in Executive
Order 11905 dated February 18, 1976, include’ assisting Federal depart-
, ments and- agencies in 1mp1ement1ngdtommun1cat1ons security and determ1n-
ing specific secur1ty€requ1rements Hn this area.
[ ) -
e second use of the Data Eneryption .Testbed is to develop and
evaludte methogds of using thé DES in various applications. Additional
sfandards are required for assuring compatibilify among devices employ-
ing the DES .in specific applications. <A fundamental goal of the DES was
to provide a _basis of. compatibility among various devices in var1ous&4
appTlcat1on§ ‘while providifig a high level of security.. A standard shou]dl
. hot dictate all,of its applications w12:1n the standard. Innovat1ve im-
plemantation and applicatign are the es for competition in providing
products or services‘meeﬁ%ﬁg a standatd, MNo standards effort should
_attempt to stifle competitipn or imnovation. Standards should either be
adaptive or amenable to change. Additional standards can be built on
fundamental standards in selected applications' to provide compatibility.
;agVDES is a fundamental standard for data communications sgcurity. A
eral task group has been established to assesy the need for and scope
of additional standards in cryptogfaphic systems. Information regarding_

il .
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the va]1dat10n Eests of DES devices.,, as well as the standards efforts in
" data commurications security, is available from the Systems and Software

Division of the Inst1tute for Computer Sciences and Technology at NBS.

JO. Conclud1ng Comments . , . ' f

]

h Y

L

" In_summary, the Data Encryption Standard has been a forerunner 1#’@
structured stapdards development process. The Federal GovePnment took
the initiative in developing a ndard which satisfied its own identi-
, fied need. A gboperative effort was established within the Federal Goy-
ernment and b€tween the Government and private industry. For the first
time, a Federal standard is puﬁﬁ1c]y available t at can be used to pro-

vide a high ieve} of cryptographic protection fow computer data. A very
high level o blic interest has been demonstrated throughout ége devel-
opment process. Private industry will be the: suppliers of devices comply-

1ngzw1th the standard. Government agencies, as well as private organi-

zations; will be the users of the devices and consumers’ of the services
based on the s{andard ) R v ~ o

A
- X
- o,

Al1 Federal agencies have been requested by NBS to- state the1r needs
for .additiopal Federal information Processing Standards and to support
the subsequent efforts in satisfying these needs through a coqperat1ve“'
standards program. 0n1y'thr0ugh efforts such as these, suppdrted by
pr1vate individuals and 0rgan1zat10ns,‘can computers be made more effec-

-tive gnd more securel 3
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# Computer Security R?sk Assessment .
« . i L ..

- ‘ " Robert H. Ceurtney -
/ . . ™ IBM Corporation ’ N
Systems Research Institute” *
291 E, 42nd Street

Lo : New York, New York 10017 oL {;’

» The following paper has been extracted from
- the verbal presentation of Mr. Courtney at the . .
February 15th Conference. A written ﬁﬁper hh ¢
not been submitted at the t1me of pd l1cat1on of )
. these proceedings. )

f

I ' ., L N
N ‘th.L} Introduction . .
z T My objective today is to convince you that you should not.speng
) 6ne nickel on:computer security unless you cin &ost-justify that nickel,
o that there -is a way of "cost-justifying that nickel, and that in at
probab1]1ty you should be getting on with it, A convennent way to
start is by sharing with you some of the.observations that were made . -
k\aftér looking at over.four hundred data processing installations. These
(T/ installations haH.already become aware of computer security for- Stme
reason-~They did not‘have to be 'made aware of the problem; they were
already aware. However, for onesreason or another, they had not
achieved a level of ‘security which theﬁ%ton51de§ed adequate

The ﬁost-grobablé‘reason for not achieving an adequate level of
- security is their faildre to prioritize the problem, For most of us
. human beings, especially those who are technically oriented, we would
like the problem to be technically challenging. This is a d1ff1cu1ty
in the area of data secur1ty, the fundamenta] problem is.not 1nte11ectu—
ally exciting.

LY

e

2, Pr1or1t1zed L13t of Computer Sepur1ty Prob lems

I feel that there are six major problems in data gecurity. The
s - first major problem is simply,errors and omissions. The empioyee_,com-
mitting errors or failing to perform specific acts are LypicCadeby
! honest. They simply are not competent t6 perform the job. gflequately
at all times. The dishonest people of this world will never be able to
contend with the incompetent in the damage they do., ‘The.i \idence of *
errors and omissions probably accounts for 50-80% of the dﬂ.& security

problems I have encountered in my discussions with ADP.mandgeys, If a
manager dpes not account for the” probiems in this first categoyy, he
e chooses

SW]]] never be able to cost jostify the security measures that

to implement, .
‘ , 15 S
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. "' The second major categb:; of data‘f%curity prob Tems 15 that of el

dishonest empioyees. It is apparent after analyzing this category _ ..
s that the vast majority of incidenfs d3 not deal with highly techni- E
 logical failures, Sgor the most part they are clerks' and, operational :¢
people who are misdsing their powers in not-just doing fh§1r Job,
but in doing somethivg else. *Who steals from Accounts Payyble? The
persen working in Accounts. Payable. Uho steals from Payro 1?2 “The
person working in Payroii. The people working- in Inventory do not
steal from Accounts Péyab]e, they steal from that part of the system
they know best., ) ,SS : . _wé

.
Fl + »

In the third place clearly is/fire, It is-not becauSe ADP pLe=¥ .
. cessing equipment is highly flammable. 'The last significant fire we -

had in a computer was an Q14 [BM-650 computer in 1867, For-the most . - - - Jf e

? burning because .of the flammable material around them.” Most eople have: . -
put their fire)protection where the computer installations are
than where the’ combustibles are. MWe seem to place our security mgasures -
where they do the Least good. There is a 10ngerJ1ead time for 0bta1n1ng
pre-printed forms required for the day-to-day operation of many companiess
and Federal organizations than there is in the CPU that does the pro- ©
cessing. ) . — ‘.

-

part, computers burn because the fire starts in them, but th% keep -

. L]

in a clear fourth!place is the cafegory of d1sgrunt1ed emp]oyees. ..

As Opposed to d1sh0nest efiptoyees, disgruntied employees dd not have

.an ﬁﬂOﬂOm}C mot1ve ‘for doing what they, do. There are relatively few in- »,'w'gaﬁ
C -

~ stafces of problams caused by disqruntled employeés butunfortunat€ly .~
the dollar va*{gese incidents is high. The important point here * .
. 'is that there ,Jis no case knawn in which an employee, happy and honest ot
)

N grows over a significant period of g;me E
“and it.is partly the 1nsecur v or cowardliness of first level manage- "« ° ¥
ment that keeps-us from’ catching these potent1a1 problems. . Rather . ';3 .

\¢, than meeting a problemahead on, we would rather hope that’ it wild go

on Tuesday, came FntQumork Wednesday and took the plgce apart, For’ p o
;the most part, the di fec%Ei

than to suffer the p0551b]e consequences., - »
In the fifth place is water.  Floods afe not thg major prohl&h in &

this category; hroken water pipes and leaking roafs ;re the big prob-
mems~ Ofie can deal with this problem primarily with a fifteen foot -

» roll of polyethelene plastic and a pair of scissors. The higher the e
butlding or the pewer the building, the higher the probability. that " .
it will suffer water damage. A*fire on the 23rd floor of one build-
ing, quenched with water, knocked eut a center on the 8th floor be-. ™ «

cause of leaking watery | PO
~ " In Jast¥place are stra " These arg the §%0p1é who W&~ do S
not know and are not our employees. These are the people who tend °,

to mount more technologically super10r attacks against our-system. Kl i**
As we grow toward Electronic Funds Transfer systems, wé mdy seé a §
higher number ofvincidents in th1s category. Given this order of priori-
tizing, you—may be abIe to get a measure of the risks associated with o

16 o

rather ﬁ,?;‘a '

away. It is better to move such a pepson out of a sepsgitive posi tion ’: ’ -
a‘K‘
L




*"bad thi

- nuer. represents.a probability that this “bad thing" may happen.to the

your particular systea, - S

3. A Risk Analysis Methodology . o,

This approach fo risk aaET}ETs is based on a listing and evalua-
tion of all of the data files.stored and processed in a computer sys-
tem. The person dothg the risk analysis must then look at all of the
things that can happen to those data files. There are*only six @ {

t‘?195" that can happen to data files. -Thkse are: accidental
destruction, disclosure and modification and intentional destructian,
disciosure and modification. At €ach intersection of "data file" and
“bad thing" in a matrix, I would.like to.see three numbers. First, the
dotlar ifpact, very grossly stated, i:e., within an order of magn1tude,
of ‘the impact of this "bad thlng" happening to the data. The next

data. The third number in the matrix is the product of the two.

ndmber represents an annualized risk; i.e., thé number*of dollars t
itfmay cost per year. Only if I am ab]e to come up with an annualized
risk, measured: ?@fdoITars, am 1 able to collect and apply those secur1ty
measures ‘which are cost effective. We have enough data collected from
individuals performing a r#sk analysis to be assured that this me

does work—his approach will also identify the problems which are .
cheaper to ‘toléxate than they ng to solve, and\there are a fgir num- ..

ber of those, Tkere are a numbgr of expensive.security measures which -
will protert us against Security-problems which we almost .never have,
We must not use those. . e

-tions which a company or a Federal agency must be able to perform in
order to get their job done. Most of them w¥ll actually be able to
bperatq'on an emergency basis with only 15-20% of the data processing
capabilities that, they normally requive. However, an ADP manager -
must détermine before hand what comprises this -15-20% of critical’

. e » .
The use of this matrix also identifies those processes or capera-—-}J p

ADP opecation. Thé risk analysis should yield a-good41nd1cat10n o,
of wh1cﬁ“processes are cr1t1cal ’ - . . S
The Nat1ona1 Bureau of Standards is publishing €h1s approaé%_to . L

risk analysis in a document entitled "Automatic Data Processing Risk
Assessment, "NBSIR 77-1228 (available as PB 265950 from the Mationa)

{e/hn1eal Information Sewvices, $pringfield, Virginia 22161). SR .
R . ¥
N - .
N . ) e
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. *  Data Encryption .
N and its Relationship to Physical
! ’ ‘ Security Planning

: t, . ™ [
.. ' .
‘ ert V. -Jacobson - ’
Chemical Bank . .
New York, New York 10041 ’ .

Data encryption is a powerful tool for protect- .
R ing data against discovery by an uha horized person.
However,® use of dagg encrypt;on doe not automat;cdﬂly
solve all security problems. The ADP security planner

* P must examng the attacker's pergeptzon f an encxryp~ -
- - L tion protected system if he is to select other security
o measures wisely. . . . S
. .4 . - . ¥
- Key words: Encryption, data security.
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1. Ihtroduct;on . .
- ~

* Over the past decade, growlng emphasis has been placed on- security
for automatic data processing (ADP) systems for three reasons. First, ‘
ADP hardware and software are very costly. It'is not unusual to have
i value densities of $1d00 to $3000 per square foot. Second, many organ-
" izations now use computers to contrdl daily operations. 1f the ADP
system ceases to operate for whatever reason, the organlzatlon may
suffer serious losses. Consequentl&, security measures to protect
against damage from fire, floods, sabotage and the like have become
increasingly’ important. Third, it is now common to find AD# systems ~
which centrel valuable assets, money, goods, services or proprietary
information. Most recently, we have seen great interest in protecting
personal information against improper disclosure. As a result it has

become important to provide effective controls over physical access to

73’ ADP Pasources to minimize the exposure to fraudulent tampering with

data, programs, hardware and fo the theft of information.

T The objective of the ADP security planner is to select an array.
of security measures with an attrégtive cbst/benefit ratio. That 'is to
say that the cost of the security program is exceeded by the reduction

e in expected losses which the security measures are expected to bring

. He first forecasts .the.loss which each of all possible risks can be
) - et ] -
18
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— about. He makes'this selection baked on the resplts of a risk analysis.,
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expected to cause. (Of course, to make the process feasible, he will
- ~ aggregate similar risks into a frnlte number of risk types e.g. major ~
fire, minor fire, small fire, etc. and he will use simplifying assump-
tions judgemental predictions.) Next; he /looks at the expected
losgeés, begimning with the largest one, and Zooks for security measures >
"which can reduce the losses at a cost less than the reductiom so that
there will be-a net gain to the organization. Thisg.sort of analysis has
led to a general emphasis on physical security measures simply because
. the cost/benefit ratios are more attractive than other more abstract
security measures. As a rule this stems from uncextainty about the
effectiveness of the more abstrhct measures. However, dnce satisfactory
physical security measures havel been installed, the prudent ADP ranager
will want to look at other measures like data encryption.
. When contemplating data ehcryption, there are two key po;nie that
one should keep in mind.  The first point is that data. encryptro only .
accomplishes one thin 1t'ﬁakes the discovery of the encrypted infor-
mation by an ﬁnauthoriged person more difficult and aceidential “dis-
covery becomes extremely unlikely. It is important to note the” distinc- :
" tion between more difficult and impossible. Bearing in mind the_ o
specific function performed by data encryption, it shbuld be obvious :
that the,azoption of data encryption as a security measure ddes not¥ .
. eliminate the exposure to other cqpputer'éecurity;fisks. -

The second point is that the management.of data encryption keys
will not somehow take care of itself. Explicit procedures, safequatds
and audits must be adopted for the management of keys at the same time
that gdata encryptlon devices are installed. Depending on circum§tances
thegse costs may not be trivial. It is not uncommon to hear that an
- access gontrol device for a door only costs -X~dollars. No wention is -~
m&ﬁe of the costs to install and service the device, prepare &nd issue .
\3pecia1 I.D. ¢ards and train perSOnnex}fn its use. Without doubt the "
k- sort of thinking can apply to datad encryption. It seems llkely
at the cost of hardware to implement the NBS Encryption Algorithm ,
will drop dramatically as a volume”market develops. The price history <
“of four-functiomn pocket calculators during the period.1972-1975
provides an excellent model of a learning, curve for large scale inte-
gration productron.costs Therefore, the security planner must guard
against the temptation to equate the total cost of data encryption with -
the cost of the hardware . v ‘
s .I-_
Given these consideraﬁions, what specifiecally should the computer :
‘ . .securrty planner do regarding physical security as it re1ates to data )

L%

: encryption? _ o ’
’ 2. The Crimifial's Viewpoint ~ * ) o 1
) ¢ *Let us cangider for.a moment the problgm that 'data encryption i

poses for the ¢riminal as‘he attempts to gal knowledge stored or - -
transmr%;ed by our computer system. And let's. begin by assuming that he
cannot, extract encrypted data without a key. We will assume that analy-
L~ * tical extraction of a key is econom;cally 1nfeasrble and we will assume
. . . 9 —
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that trial and error extraction of a key is seen. by’ the crlm&nal to.be
more expepsive than other, mork conventional modes of attack. Our "
4 criminal has three choiggs. He can attack the ynencxypted parts of the
system, he can seek to gamprOmise the-encryption key Ry bribery or
~ .extortion or an give up and go elsewhere. Of coyrse, we hope he .
'+ will give up ut bear ifi mind that he will do y if it’is his
lowest cost optlon. 2f the desired information is not available else~
. where and the cost of failure is greater than the- cost of success., we
J should assume that he w111 continue. his' efforts.™ Hence, we should
: First fonsider not ho&'valuable the’ 1nformat1on is to, us or how great -
our loss would be if it were 1mproperlx disclosed but rather what
teward the criminal gets for stealing it an € else he might go to
gg.rthe same information. - ..
\ ) el ’ - i
Crime prevention specialists often‘speak of crime displacement. If
we double the foot patrol in the  ninth ;ec1nct we can cut street

.

- crime in half! But can we? Sadly. we find that@§r1me in the nelghborlng
precincts has incregged dlmost prdbortionatel’ to the decrease iIn Eh&
ninth precinct. Therefore, if our analysis the criminal's percep~
tion of his reward~to-risk-ratico suggests that' he will not choose to go
elsewhere, we ghould assume that we havesonly dlsplaced; not eliminated)

. + the crime. If it appears t At data encrypt1on will only displace the
‘ attack to Some other part of the ADP system,”it would seem as though'

data encryptlon were of no value. | €, e

) Of course. this. is not the 1!;:.ase. The objective \Of the’ secunty
planner is té use each securjty dollar he spends to prevent as many
loss dollars as p95515TE. The way he reduces.crime losses is by making

. the reward/risk ratio less attractive to a prospective criminal. Since
the operative ;eward/risk ratio ig the one which applies t8 the most
’ *  weakly defended part of the ‘system, strengthening that part of the

system will, in fact, reduce crime Aosses. .Tn the ideml.case, all parts
of the system would be perce1ved by the potent1a1 criminal as having the
éame reward/rlsk ratio.. - .

3. Aqalysis of a Typical Case . s
T e, " T b ,‘\\ e

.-f

P Figup ~6ne ‘ghows a specific ‘example of these oconsiderations. Assume
. that the cfiming wants- to see the transacbngs performed by the oper-
v ator at the remote terminal.-He i¥s fiveSreasonable possibilities!

. (1) subvert the remote terminal operatqr, (2) gbtdin the informatiod at
. the remote terminal without th oPerator s knowledge from emanat1ons.
dikcarded printouthidden camera, etc.; (3} tap the data c1rcu1t to the.
= termlnal,.(é) subvert the console oﬁgiator and get from him a prlntont
of the twansaction journal for qhe terminal; (5) obtain possession of
the transaction journal medium. (There are, of course, other more remote

- v '
—

r— . : " - »
- L

*In this regard it is ;mportant to uriderstand that generally speaklng *.
. the rational criminal is motivated by his perqeptlon.of the ratio of

his reward to his costs, risk of discovery and punishment,-6ut of

pocket expense, etc. regardless of the Emoqntfof_the victim's loss.
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Figure One: A reprdsentative data communications -system

- . . showing five points of attack.

possibilitigs but thesé five are adequate to illustrate the point at
hand.) Figure two shows how the criminal is likely to evalyate each of

-these possibilities with and without data encryption‘of the. data circuit

and the terminal transactiqn file. The evaluations p;abed on each of the

‘factors are the author's and the reader may not always agree but he will

probably agree with the overall conclusion. An attack on the data cir-.
cuit is by far the most attractive in most instances. The skillful
criminal with pdequate resources can, arrange the; tap so that once it is
in place, there is no traceable link between the tap and the criminal's
base of operations. As a result, the dangey of discoveryghnd punishment
is much reduced compared with attacks on other elements where he must
physically enter proteécted areas. He will get éxactly the information
he wants anﬁ he will get it in real time which may be—important in some
cases. ¢ :

. B v

. o

4, " Physical Security Requirements ' . *

4
1 - ‘ .

How will the criminal respond if he finds the circuit protected by
the NBS Encryption algorithm? Assuming the algorithm to be uneconomic
to crack, he only has two choices: get'the-key or attack elsewhere.
Figure two suggests that he will go after the termipal unless he believes.
he can get the key’;tself. ) . .

4 1

) gﬁe physical security requirements can now be seen to be_tﬁese;
(R " . . . . - 3

‘ * " - .. i . N
l.i;The protection of the remote terminal hgainst snooping must
. * * &
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. . : # . .
- . - Real | panger of Probable Success Preference**
. Targb;) v Time? Discovery No D-E With D-E No D-E With D-E
1, Terminal yes high high ﬁigh ~ 4 2
Yo operator 4 . .
4 * ’ 3 . ) -
2. Terminal maybe fairly very" very 2, |
low v low low '
. 3. Data yes low high. zero* 1 ' 4
:" circuit .
l . W Ny L ¥ :
- 4. Computer no higly - faixly  fairly 3 3
. operatot, low 1ow\‘ : ,
l 5. Transaction no ﬁ?irly Jlow zero* 3 S .
., journal low _—
. file .

* assumes data circuit and journal file are ehcrypted and
keys are not compromised. - . . , .

.

1 ~

** Probable ofder of preference perceived by the potential
. . ¢riminal, 1 being most preferred an@5 least preferred. .
» - - - v - ’
D-E = data encryption - .. .
. ] . L’ - .%4
Fig&?é Two: The criminal's evaluét19n of alternate targets. L

] . ‘ .
S - i . A
“ be strong enough to deflect the criminal. Thedre must be no easy way for
him to tap into the fémminal where text is in the clear, to pick=-up '
. electromagnetic or accoustic emanations from tHe terminal,_ to get copies
) of printout oz to place'g TV camera to observe the screen and Keyboard. T
Chviously, he‘should not be able to get the key from the termigal itself.

2.} Similar measures-must be taken at any peint in the computer
. facility where the terminal transactions can be displayed or intercepted
"'in clear-text. A . ' ‘
- - PR NG :
. 3.} Methods used to:gene;ape kpys,'carry them to the terminal 196
to install them must be proof against undetected cahpromise. ' .

~N
Lad T < .
4.) Access to the computer and the temfihal must‘ﬁéﬁfimited to the °
Yeast number of ‘individuals and all such ,aécess must be a matter of - 4
n recoEdy | g

) The last point seems cbvious but mayj have ‘implications not imme-
diately apparent. Let us assume that we have installed highly secure data.
encryption and such effectjive physical security that there is no direct

way to ‘get the desired information. At this Point our criminal might very , ™

: well seek to ipstall his "tap" inside the computer. Rather than approach -
s ; - \ - 221 N .
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. the terminal oPerator or gomputer room personnel, botWobvious targets.
he mlght try a more indirect route. Without revealing his real objec-
tive, he might try to patch the computer's contral program to allow him
to eavesdrop on the remote terminal or the key generation process. How
do-we stop this? Only by complete control over all changes to hardware,
system software and applications programs. Obviously change controls -,
are weaningless if they are not *mplemented with credible contyols over
physical access to system resources. ¥

5. Evaluating bData Encryptidn

A natyral reaction at this point is to.question the value of data ’
. encryption. It seems only to have forced a lot more security measures
on ds. Of course, that is not the point. wWhat we have done is to iden-
tify all the points at which the information is exposed to criminal
attack al and tried to make all the points equally difficult to attack.
Falling that we will simply displace the crime from the weakest to the
next weakest 901nt, perhaps at little added cost to the criminal.

wWhat we must do is to evaluate data encryption .as a security

measure in terms of the kinds ©of loSses it can reduce and in comparison
with other meagures which achieve the same loss reductions. We recognize
that data encryption protects against losses resultiﬁg from wnauthorized
disclosure of information but nothing more and only protects at the
points where it is ysed.' Consequently, we won't expect data -encryption
to solve any other security problems. We éan also see that\there are
other ways to protect the data ciremit and transaction journal in our
example. The journal medium (tape reel or disk pack) could be removed
from the ADP hardware by a two man team and kept in a safe with two
combinatioh locks. Likewise: we cduld use special pressurized coaxial
cable for the data circuit which alarms if an attempt-is made to put
'through the jacket. As a back-up, special electronics could measure the
characteristics of the data circuit and detect the slight electrical
changes caused by a tap. The reader probably- can imagine additivnal
measures. We can estimate the cost and probable effectivemess of each
of these potential measures.with some confidence.’ .

{iost

The Feason we are interested in data encryption is that in
cases it will be much cheaper than any other potential security measure.
Once, data encryption has been identified as the most economical security
measure, we should consider the relative merits of hardware and software
‘implementations. cost differences will depend on particular circumstances -

but hardware has & number of advantages. Fraudulent alteration of the
algorithm is mutch more difficult and when LSI is used it will be sub-
stantially impossible. With well designed hardware: the key will
"evaporate" if power is turned off ox the container is opened. In
extremely critical applications, thél.container can be equipped with
devices to sense tampering and signal key erasure. The seéurity auditor
will certainly prefer these features since they are all audlta!le.

&\.Thls leads us to a final point. We an never be sure that our
gefenses will work as expecked .or that we have correctly anticipated

- 23
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how the potenf?gi criminal will attémpt to attack our system. For both)
reasonsg it is tmportant te have an effective audit program which oper-
ates unpredictably in both time an@ space. Both thé criminal and in- -
ouse persqnnel who might be his targets shouldﬁbtuable to predlct
neither when a given function or area will next be’ aud;ted nor* how the
examination _will be conducted. The credible aundit program will decrease
the criminal's assurance that he will not be caught and so further aid
.in detering the crime. This is particularly significant when the crim-
inal would, except for the audit pro , predict a zero probability of
discovery. Thus, even though he knows that an area key to hi€ planned
crime has never been audited, if he knows that it mlght be dudlted
tomorrow he will think twice before going ahead.

In summary, data enCryption'will provide a vexy high level of
protection for data but other points at which the data are exposed
must have commensurate levels of protection if we are to enjoy the full
bernefits of data encryption. Security measures used during geheration,
distribution and installation of encryption heys should be strong enhough
to discourage attack. All security measures should be supported by a
high quality audit program with an unpredictahle schedule and scope.
Finally? management must recognize the need to analyze all security
needs in terms of both risk and loss exposures and to strive toward a
balanced, economically soynd security prégnﬁg._ “L\
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Computer: Systems Secyrity
AN and the NBS-DES
: (Beyond Line Encryption) . .
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Clark Weissman
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* The~-recent gabption of the Data Encrition
Standard (DES) by the National Bureau of
Standards has created significant interest
in the area of cryptography.’ There are
numerous considerations to be made when

- +designing a cryptographic system, The NBS-

L4

DES must.be embodied in a system.employing

vautomatic, down-line kex-mgﬁagement and
end-to~-end encryption to be .truly effective
in a computer network. This paper reviews
several issues in this area and suggests
solutions. |

Key. words: Cryptography, end-to-end
‘ : encryption, key management.
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INTRODUCTION, ) ) b
] 1

Encryption can do more than profgct data in tramnsit. It can
be employed to enlance the security of computer systems as
well as to authenticate users, grant them access to system

' resources, and dynamically enforce that authorized access.

The NBS-DES is an excellent vehicle ‘for achieving these ends
when used in a system-wide manner that-employs automatic,
down~line key management and end-to-end eficryption.
System Development Corporation is involved in developéng these
hardwaiggand software encryption techniques and practically
applying thepn to improve the cQmputer security of Electronic
Funds Transfer Systems (EFTS) In this paper I review the
security issyes and spggest s¢lutions,

~t
"PROTECTION: A SYSTEMS PROBLEM _ - g :
Securigy is a "weak link" phenomenon with exPosure arising
from High-valued assets leaking from.a flawed information
system through the planned efforts of exploitative criminal
interests. ' The information system consists of entry/dlsplay,
delivery, and processing subsystems which depend on vulnerable
computers and software. Countermeasures must be balarced to
raise the\s:otectiOn of "weak links" in a uniform*mannef by

application of a system-wide plan. .

The plan elements shown in figure 1 are: (1) a protection
policy, reflected in the reQUlremehts for the system; (2)
omnipresent enforcement of fhat policy by the total hardware,
software, and people compd§9nts of the system; and (3) trust-
worthiness accreditativn of the system at each stage.of its
‘lifecycle development.’ Let us look at each plan element in

tufn. . ) . . N Y

POLICY PROTECTION hEQUiREMENTs

Protgction policy requireménts may be geared te counter
threats from different sources. Safety requirements counter
failure or accidental exposure of sensitive data. Counter-
measures are based upon using trusted compOnents,.compOnent
redundancy, and trouble-detection and backup procedu

- ‘N.‘ . ,‘
Privacy requ1rements de3l with constrasg%placed I&011 author-

ized users who disclose data inadverte or by exceeding
their authority. cCountermeasures depend on increasing the
granudarity and control of 1nform§t10n. If users and data

.t I
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are explicitly identified and differentiated-in terms of data-
item sensitivity labeling and levels of user authority, control
fan be imposed to limit access to the least amount of privilege
necessary to accomplish a job.. Also. the improved granularity
-can enable fine-grain transactzon jourftaling and accountlng for
authorizatibn checks. . . .

5
Lastly, security requirements address the sophisticated planned
penetration attack on the system to steal data or sabotage the
system. - Figure 2 summarizes these threats and countermeasures.
Most noteworthy is that human intelligence can seek out or plant
system hardware or software flaws to achleve these security

.violations. .

>

LIFECYCLE ACCREDITATION . | L -
Once the protectzon policy is Qeflned the resulting requzrements

‘must be satzsfzed'by the anorcement system. . Trustworthy en-

-

.In future systems, the security p%ilcy must.be enforced by the

forcement options increase’with the lead time availabhle before .
delivery the system, from future research, through: new system
developmzﬁﬁf, to operations on existing systems. Figure 3 *
summarizes, the state of 'the art: only future systems show promlse
of solving the securit Egblem. However, prlvacy and safety
requirements can be adfiressed today with procedural and physlcal
.barrlers, and with some new desiqpéretroflt.

L

4
L}

total 1nformatzon system in the en rx/dlsplay, network dellvery,
and CPU processing subsystem elgments. | Since each of these in-~
volve domputerS'and software, they are all vulnerable to common
generic problems. However, the specific nature of the tasks °
for the entry-and qelivery subsystems makes” the use of encryp-
tion Quite attractive.. Furthermore, the central, processing
subsystem plays the important support role of snsurlnq the

, securlty integrity of the other subSystems.

E C

‘FROTECTION ENFOBCEMENT IN THE ENTRY/DISPLAY SUBSYSTEM

User and systemcauthentication is the principaf enforcement
function addressed by the entry/display subsystem. Threats
and counter méasures are described Below accgf¥ding to the in-
,creaszng virulence of the threat. . A

ImperSOnatlng someone 1s the simplest threat, effectlve on

syszems wlthout mandatory ID checks. These checks’ should be
‘based” on a unique Personal Identification Number (PIN)

manually entered on the terminal. It i§ best for the PIN to E?%/

-be committed to memory and otherxwise care£u11¥ protected,

" . - 3




PROTECTION POLICY: SECURITY REQUREMENT ~

< ‘ : - :
£ -
* THREAT
1. ASSET THEFT, FALSIFICATION
~ SABOTAGE ~
2. FLAW FINOING
* . ' STRESS SYSTEM LIMITS,
' PROHIBITIONS ¢ ‘
e PLAN TRAP OOOR, TROJANHORSE
- o MOOIFY SYSTEM COOE
e PROCESS TO PROCESS SIGNA LiNG
f. '3, FLAWEXPLOITATION
., BYPASSOR OISABLE CHECKS,

-
.

AUOITS, RECORDING
FALSIFY PARAMETERS
IMPERSONATION USER
PIGGY-BACK DATA COPY
COMPONENT SUBSTITUTION
OPERATOR,USER SPOOF

COUNTERMEASURE
1. 'SUBJECT ANO OBJECT OEFINITION

"2, PROCESS (SUBJECTJ ENC‘APSU’LATION
(SECURITY PERIMETE,R}

3. SUBJECT)OBJECT 'ACCESS RULES
< (CONTROLLED SHARING)

4. ACCESS CONTROL MECHANISM
(ACM} . .

5. SELF PROTECTION:
e ACM ALWAYS INVOKEO
e ACM OBEYS POLICY
° Thusrwon'n-w .

T
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Orlglnators.

tification .credentials.
Personal Account Number
Digits (CCD}--an encrypt
a plastjc card which is
_.stolen credentials (cards) can be countered by positive ID
A¢::auth8nticati0n of the PIN against the CCD at the terminal, if
it has the "smarts"” and the host processor is offline, or
downstréam at the host processing subsystemm if it is online.
Auxiliary checks are necessary to protect against ajpered or -+
counterfeit credentials.
e.g., credit cards and drivers'
check at the host processor. -

ical protection is necessary,
detection afid alarm.
sirable employing the NBS-DES.
erased upon terminal disconnect,eand terminal ID's can be en—
crypted in transaction messages to thwart bogus message

——

7 since it 1is the basic security authenticator of a user's iden-

The user's ip {(not the PIN), a

form of the PIN--can be written on

é;ﬁN), and the Cryptographic Check

eadablé by the terminal. Lost or

These include -secondary edentials,

LN

licenses, or onlinp CCD/PIN

»

An unusual, but simple form of fraud involves spoofing a user
to surrender his PIN with '‘simulated system messages from a
counterfeit system. The best protection approach is know-

+ ledgeable, alert users who authenticate the system on the
other end of the dialog based-on a prearranged *hindshake "
of randomly selected data' from a user-exclusive data base. °

Finqlly, the terminal itself may be stolen and counterfeited,
permitting PIN capture and storage for later playback. Phys-
ihcluding. tamper and disconnect
Logical protection is possible and de-

DES-keys can be automati®ally

" PROTECTION ENFORCEMENT IN THE DELIVERY SUBSYSTEM

and theft, or
- puters of the
encryption is
through these
their routing

Data exposure from theft of data in transit on the communica-
--——tions-&ine-Is—an—oid—threat-solvedﬂby—llpe encryption. How-
ever, -the increased use of digital traffic hds'led to new net-
work architectures using security-wulnerable store and forward
switches, packet processors, communicati
value-added network (VAN) processors.
*threat is compounded by misrouting of messdges, data leakage
message modification' in thes
delivery subsystem.

front ends, and
The\old .iIne-tap

intermediate com~

Furthermore, 51mp1e line

insufficient protection as.cleartext flows
intermediate computers to permit them to perform

and value-added tasks.
separate message text from control text, encrypting.the former
(from originatar to destination) and having the latter in

cleartext within the delivery su
cept of End-to~End Encryption (E

3

E

o
~

The solution is to

{P

L

system computers. This con- "~
) counters the new network

o
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threats but requires new hardware and systems*technology to
. perform the “smart" selective text proce$sing.

>

A number of other threats can be addressed by NBS-DES and E3

technology. Encrypted messages may be copied off the line
and altered or duplicated.for later playback. Prote¢tion
measures include full messafe text encryption with the text
containing both message sequence numbers and redundancy codes.
The NBS-DES is cryptanalytically sound to resist code-
breaking threats. Thus, new threats will arise from gopera-
tional and management employment of the NBS-DES and E3 tech-,
niques. Faor example, separately evolving networks will at
some future timg need to exchange data. Incompatible encryp-
tion algorithms or key management schemes will restrict such
system interchange. The NBS-DES is fully reversible, and
all employment schemes should maintain that feature. Counter
arguments advocating irreversibility based on fear of key
loss and theft.which can compromise ‘data, havé%merit{ how-
' ever, those fears are best addressed'by frequent, automated
key change. o > .

Al

key changes (weekly, daily, or as needed) limit the
life for the thief, but only if such frequent key
not itself expose the keys. Frequent manual
oth a security vulnerability and a high-t¢ost
ey-management operation for any moderate sized network..
Less frequen¥ Key change increases key life and theft expo-
sure.. The solution is @automated key management based upon a
secure, hearty protocol for loading keys downline through
the delivery subsystem itSelf. One schgqme, explored by SDC
for the National Bygeau of .Standards, ig the use of smart
Network Cryptographic Devices (NCDs) controlled’by a Network

-

e

h Security Center (NSC) as shown in figurd 4 and described din
the following section. I ‘
THE NETWORK SECURITY CENTER' = Y

* The NSC is copfiected to the network, like other hosts, via
a smart engryption device, i.e., an NCD. The NSC maintains
a security access control data base consisting of users (sub-
jects) and network resources (objects), and the access autho-
rizations of each to the others: During'operation, a user
terminal or host calls the NSC ¥1ia anp omnipresent clear chan-
nel and reguests an authorized connection to another resourde
{e,g., terminal or host).: The™NSC consults its adcéss data
base to validate' the authorization for the cohnection. Since
the data base is on-line to the NSC, cautious and controlled
’ data base changes can permit revokable access authorization.

L ’ '
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- NETWGHK SECURITY CENTER {NSC) , ,.
. .. WITH NETWORK GHYTOGRAPHIC OEVICES (NCD) ’

] N " .'
= —--=-=-=-= I —': P
t - * -
| _ l o "
| NCD R | - — e =t .
- - - . E
L e —— -4 S NCD TERMINAL | !
- : . - |
———— — —_—T . , , S
| . . ,
: HOST NCD —_—— - — - =
T - |
e NCD TERMINAL Il
S Y l
e — e —— ) PO U -
[ . . -
I = \ v - .
' @ NCD_fw i e :
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The NSC establishes the connection, "logicafly" with positive '
action by distributing a."connection" key to the NCDg,.of the °

"
* anthorized and reguesting parties.  This procedure allows se~ -

cure, dynamic, cmation and termination of apthorized connec- °
tions. It permits site’ mobility of personnel, gince their
"clearances" are c¢entrally stored and accesseqjat the NSC.

It offers centrd) negt-widé access auditing. Also, inter-
operability to other nets.is possible, with the NSC acting as
"gateway" to the other nets or to appther NSC.. The NSC-
proach offers 10gica11y separate sugﬁets to share networ
facilities and cests, thereby yielding improved security at .
cqmpetlt;ve costs. ) .

PROTEQTION ENFORCEMENT IN 'r?ug PROCEGSING SUBSYSTE:M,,- S T

Protecting the CPU and its software for shared use "is the
most difficult security problem. _Numerots penetratlon studies

and syste%ware andjgs of CurPent commercial operating

stablished without doubt their vulnerability

- to intentional, intelligent attack. Hence, those con51deagng

shared procesSbr use among multiple applications must procgzed
cautiously. "The best’ current tountermeasure is not to.shate,
buke to dedicate the system to a single application within .
phy51cal and personnel barriers. Arother, less extreme
measure, but one with less securlty, is to prohibit concurrent
transactlonﬂorlentedoappllcatlons use and software development
on ‘the same machine. Then. the only threat is from and be-
tween the application users who are cénstrained from.genera-
ting programs.to6 attack the system by the language of the
transaction processor. It is already established that the ®
data management application system cannot give ‘better Security

than_ the eperating system under which it operates. but it can * .

. pr0v1de fingr control granularity of data objects:of 1nterest

Of particular interest, here, is the pracessing subsystem
support to the entry and dellveryifubsystems seourity. .
PROCESSING SUBSYSTEM SE_I,JRITY SUPPORT FUNcrﬁONs

A user enters-his PINNand\ ID credentials at the terminal. . The
most secure authenticatio the ID is by the on-line host
which checks the PIN against t CcCp for the designated user
account. Offline checks at“other than the host expdse the
system to organized fraud that-counterfedts cards and PINs .
simultaneously. The hogt processqr is also necessary to
"detect duplicate, missing, or altered messages by checking
jmessage sequence’ and redundancy-check numbers. Furthermore.

. the host must see to it that transactions are securely and
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positively acknowledged. YOf course, the host must log all
transactions and process the log for. human audit and analysis.
~ Finally, ‘software source data and code stored off line must -
be protected. from accidental, or from intemtional, but never-.
"theless unauthorized, modification. This reguires good source.
data/code management and configuration tools, which are best
satzsfzed for large systefs by the host computer itself.

SUMMARY .

e In figure S5\ we return to our securzty plédn cornerstone, now.

complete with secondrlevel detail. Threatg to compitter system

secyrity are to the system assets by’ explozkatzon of system

= flaws. All security countermeasure strategies aim to reduce .

, . the threats by tliminating assets ({(e.g., data encryption},
eliminating exploiters (e.g., background investigations,
bondirg), and/or repairing weakness (e.g., new design). New
designs are now possible with the NBS-DES, .NSC, and NCD,
which employ the new technigues of DES Jey dlstrlbutlon and
end-to-end encryptzon. .
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Considerations.in Applying -Ji7
an Encryption Device to a .
¢ Communications Network

;
Batrie Morgan
Datotek, Inc.

13740 Midway Road *

Dallas, Texas 75240

. This paper outlines the‘basic consid-

erations which must be met-in applying a*
data encryption device to a communications
network. Although the follow1ng informa-
: tion applies to/most enciphering devices,
s the DES algorithm does have several unique
features which merit special attention.

4

Key words: .Cipher feedback; codebook bem;
“ . forbidden characters.
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. 1., Introduction .

The recent adoption of the Data Encryption Stagdard
{(DES) by the National Bureau of Standards has spurnegfmany
potential users and suppliers of data-encryption devices to
investigate the application of thig”Standard. a«As previously
discovered by many engingers and cryptographers knowledgeable
in the area of secure communications, there are numerous con=
siderations to ‘evaluaté when applylng an enciphering ¥e¥ice
to a communications network. These considerations apply not\
only to the DES but to data encipherment in general. The
DES (basically a block cipher) presents several®unigue prob-
léms when.applied to a network which may or may not be block

‘oriented. . .

all the parameters which must be’ appralsed 1n securlng
a communlcatlons network are too numerous to cover }n detail;
however, some ©of the jore promine parameters are: .

< »

In1t1a112at10n . . .
. Suppre351on of jorbldden characters, 1n the cipher-
' text . X . '
Synchronlzatron ‘Lj; ' f“" )
Error rate.apd reco ery - . ) .
™ » L 38 :
‘1 - ’ % - .
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‘2. Properties of a Block Cipher »
The DES, as adopted, describes a mechanism by which 64
bits of input data are operated on by a complex iterative
algorithm to produce 64 bits of' cipher. JIn the case of com-
puter file enciphering, it can be seen that this algorithm
works quite well. For example, assume one wished to encipher
a file consisting of 64-bit words as shown in figure 1. Each
» word is pulled from the file, enciphered by the DES and, re-
placed. Notilce that each word of the file is a separéte
entity and can be enciphered one at a time in any order. The
fact that each file word is handled separately provides the
user with a great deal of flexibility. Enciphering car occur
in sections. The enciphered file words can be rearranged, °
- and portions of the file can be deleted with no effect on the
subsequent deciphering. - .

™  COMPUTER FILE - - o ) '
64-8ITWOROS | ____ ____ _
r .
‘ ;‘\\ - .J |
a - - —— — - -

'

- —— e - >
L i _" Figure 1. g
- . W . + .
. f\-‘ T ' * ..
: When .used in this manner, tﬁe block cIEEEr reguires no

special initialization” or synchronization. Errors are un-
likely+«in such a local process, 'and forbidden characters .
(illegal combinations of bits) .normally do not present a

problem in a“data £ile. Th re, the block 01ﬁher1ng method
~ seems to be an ideal approach for’ prbtectlng a computer file.
' The probiems appear when the secure file is transmitted. " .
. -

3. eﬁxﬁiderations in Secure .-Data Transmission

bz ]

-7 Let ua assum# that the’ Qroblem is not merely to encipher
a sensitive file but to transmit it via a computer switch. .
from locdtion A to location B, and to protect it from unauthor-~
ized eavesdroppers during transmission. Normally the words .
are, concatenated to form a serial bit stream whlch 1s then
- ¢ 39 ) ' .
, -~ _ J ’
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- embedded in § forirat required by the protocol of the switch-
ing computer. In figure 2, a simplified diagram is shown
utilizing a Key Generdtor (KG) in the conventional method of
enciphering Such a bit stream. The data bit stream is pre-
sented to the modulp-2 adder simultaneously with a pseudo~
rahdom bit stream 3goduced by the KG. Each data bit and key

LI '

" COMMUNICATIONS
cprica® o CHANNEL
IPHER s g RECOVERED
AN . MODEM + ) DATA
' N
2
) K6 ) K6
F 4

Figure 2< :

bit produces a cipher bit which is transmittéd via the com-
munications .channel. At the receiving device, the inverse

_ process pccurs. The.incoming cipher stream is modulo-2 added

with the identical key stream (identical to the key stream
used tp encipher the data) and the original data is repro-
duced.

v
.

., Next let us consider the format of the message shown in
figure 3. Prior 'to transmitting thelsecure data file, a
header must be transmitted which instructs the computer
switch as to the proper routing of the message. This part
of the message must remain clear (uhenciphered). An indica-
tor ‘denotihg the beginning of: the data file or the start-of-

. text (STX) is used by the KG to start the enciphering process.

\ N \

RANDOM

HEADER START | SECURE DATA

TRAILER *

x|

M- m

I ' Figure 3.
13 - v

. To synchronize the two key geénerators ¢ryptographically,
a starting point must be identified by .both the receiving and
the transmitting devides. This is usually accomplished by
letting the transmitting device generate a random starting .
point. This random start is transmitted to ‘the receiving

RN N\ 40 N
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end to enable the two key generators to begin at the same
random Point. This provides additional security to the sys-
~tem., The random starting point guarantees’ that identical
messages enciphered with the same key variables always pro-
duce different cipher. This is particularly important if the
messages are highly formatted and are. simil in content.

- After the startlng ‘point is establlshed the KG's are
stepped in "synchronism as’ some function of the data, or .of
the modems. Finally, the'end -of-text (ETX) halts the enci-
phering process and allows the trailer of the message to be
transmltted in :the clear. P .

From this one example, most of the basic problems of
adding encryption to a communications chahnel can Be illus-
trated. (The following summary applies to data encryption

in general and not to the DES specifically.) -

3,1 Initialization . .

The header of the message must be clear® for proper com-
puter routirng and 'the en¢iphering is ¥nitiated by the* 8TX
character. The random starting address completes the re-
quired initialization of the KG's.

-

3. 2 Forbldden Characters .

COntrol characters normally are reserved for COntrol of
the communications channel. Therefore, it is required that :
tontrol characters ch as S8TX, ETX, etc. be transmitted in-
. the clear. ConverseN, no control characters should appear
in the enciphered text. The occurrence of these control R
characters in the cipher could cause spurious and erratic’

doperation of the channel and the computer switch.
Ll . - - '
L]

3.3 Synchronization

Onte the key gen¢rators are stagted, they must be.incre-
mented or stepped under control of the gdata or by the modem
depending upon the type of transmission. Normally, the data
start-bit 1s used to step, the KG's in asynchrOnous channels.
In synchronous channels, “the modem cldck provides the step-
. ping signal. In either case, if a character or a bit is

dropped during transmission so that the KG's lose synchronism,

the remainder of the message will.be indecipherable. when '

this happens, the ETX will not be recognized by the receiving
' device and the KG will not be switched off. Some recovery
procedure must be initiated to start the transmission againg

-

3 4 Error Rate and Recovery

_ . A single bit error in thé c1pher occurrlnﬁ durlng trans-
mission will Aaudse a single error in the deciphered data.

¢ . a0 R
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Hédiver, if a bit is dropped (or added)’, causing the two KG's
to get out of step, the rest of the message will be lost. It
is essential to activate a recovery procedure, Usually a time-
-out then restart the transmission. ;

4., DES in Codebook Form . : ) _

Codebook form refers to the DES as publls d in the*
Federal Register 'in that a &M™bit data word. i é applled and a
64-bit cipher word is produced. When operated in this fashion
the DES is somewhat aQQlOgOuS to a large lookrup tdble or code
book. - If the same 64-bit word is applled repeatedly to the
input, *the same c1pher is produced® This w111 continue until
- the key variables are cltanged. . ‘

the DES is used in the codebqok form. Notice in figure ¢
that the KG has been replaced with the DES algorithm. A
64-bit register has been added to accumulate the serial data
bits and presents them to the DES in parallel for enciphering.

Most of the basic progigms mentioned aboGE remain when

-

i F
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« DES CHANNEL DES
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REGISTER MODEM o . REGISTER | ;REI;IA?IAERED.
Figure 4,
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- . '

. The requirement for initialization still exists since
the header and the trailer must remain in the  clear. However,
the random starting-address used by the conventional KG ap-
proach is not meaningful when using the DES because each .
64~bit block is a separate entity. This is.one of the char*
acteristics of the DES, which should be considered by the user.
The cipher produced is solely a function of the gfpbits pre-
sented ang does not depend on previous blocks. Messages which
are highly formatted such as Electronic Funds Transfer (EFT)
will produce the same cipher if the same input is applied.
This ma¥ produce "recognizakle cipher” .in certain portions of
the message which may not be dcceptable from the securlty
viewpoint. .

The forbidden character problem is still present and is
complicated by the fqpt that the cipher being produced 1n
. blocks is not necessarily chaﬂ%cter oriented.
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Synchronization still remains critical. If a bit 1s
dropped during transmission, the remainder of the message
will_be lost since the receiver will be operating on the
wrong: 64-bit block. The same type of érror recovery proce-
dures described -above will be required. A single bit error
now. generates a‘64-Kit burst error, because the .algorithm

" operates on each 64 bits as a block. A 51ngle bit error in

the block produges a deciphered block whlch has little' re- .«

;semblance to t orlgxnal.

4

A final problem in appLylng the DES occurs when the

‘message is not an even multiple of 64 bits in length. fThe

qontroller must recognize this situation ahd provide enough
£ill bits to complete the block. .

4
L]

51;-'DES in Clpher Feedback Mode ’

Some of the shortcomings of the codebook.approach. can
be overcome by using the algorithm in an entirely different
configuration. Figure 5 illustrates the cipher feedback
mode of the DES. Here the DES is used (more or less) as a
key generator. The output of the DES is modulo-2 added to
the data to produce ciphertext. In this case, the key and
data ‘are added character serial/bit parallel. fThe cipher-

. text produced is transmitted and at the same time loaded into

the input reglster which supplies the 64-bit input to the
DES. The previous contents of the input register are shifted '
eight bits 'to the right prior to loading the new ciphertext
character. The DBES now eXecutes another ¢ycle and uses the
first eight bits of the output to encipher the next eight.
bits of data. The other 56 bits are discarded. This process
continues until the input register has been completely loaded
with ciphertext. Notice -that the rece1v1ng device is con-
nected differently in that the ciphertext is fed directly
intg the input register. As soon as phe input registers in

T *
\\- L

| 8817 | 56 BUTS rarr | semits |
g yo- =T ==
-
- ' DES
OES CIPHER CIPHER ’
\ - 1
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) . COMMUNICATIONS
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both the transmittinggand the receiving devices have received
64 bits of ciphertexf, they will start producing identical

% output. Enciphering continues in this manner on a character-
by-character ba51s. ' i

What advantage does th&s conflguratlon offer? The mo3t

obvious advantage is that the two units are self~synchronizing.
All that is requlred 1for identidal output is identical content
in the input register. Since the input registeér in each

. device is being loaded with the.same ciphertext, the output.

’ of each DES is the same. Should a bit be dropped during

~ traksmission, the receiving unit will generate invalid output
unti he input register has been properly filled. Therefore,

we see that the loss of a hit does not cause the remainder of
the message to be 10$t, but only a “64- bit burst error gen- °*
efated. Unfortunately, the DES reacts to a single.bit error

" in exactly the same manner. In other word each single bit,
error produces a 64-bit burst error. Thlsils referred %o as
the "error multlpller“ or "error exten51on“ of'the system. .’

- . Y

.

To initialize the cipher feedback mode, the messhge must
be preceded with eight dummy (preferably random) £ill <char-
acters. The message format using the cipher, feedback mode
may appear as shown-'in figure 6. Again, the'clear header is
necessary for COmputer switching, and the sSTX character can
,be used to start the. enciphering process) The random fill
dJuarantees that the input register hag suff1c1ent data to
start generating valid key. These eight fill'characters can
\fre ignored or discarded by the’ receiving Qevice. )

5 '
- :-“_.

FILL

: \ RANOOM | seire DATA T| TRALER

,
I
m
4]
m
o
=~y

L}

‘ ' - . Figure 6,
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The forbidden character problem is still.present|, but
since the ciphertext is being generated’ on a character-by-
character basis, additional circuitry can be included to
suppress unwanted cipher characters before transmisgion.

* fThis c6§figuraton offers the distinct advantage of
being self-synchrorflizing at the expense of loss in potential
.throughput. On high speed circuits, the maximum throughput
of the DES may become more critical in cipher feedback mode.
Since each enciphering cycle of the DES produces only eight
bits of ciph instead of 64 bits of Gipher as in the code-
book configuration, higher speed is required to produce a
‘given data ratfe.
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6. Conc1u51on : © .

L

The DES algorlthm approve&'by the NBS 'is & significant
step toward standardizing the encryption of data transmitted .
over communication: channels. However, the algorlthm itself
is only one of thé requirements needed to implément.a secure
data system. Although the Standard as adoptedsis readily =
adaptable to enciphering file data, numerous variables and ,
options remain as to how the DES is to be applied to a
switched network. The c1phepwfeedback mode does make the
DES more readily adaptable to the .telecommunications environ-

ment. However, more standards must be adopted-before totally
compatible networks are ensured. - .
&
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: / o o The Managemen? of Encryption Keys
- David J. Sykes :
Honeywe]l Information Systemsérlnc.
) 1 P, D. Box 6000 .
“ Phoénix, AZ 85005

. - algorithm arg publicly -known, the overall security of
the system ¥s heavily dependent on the security of the
keys. This paper discusses the various aspects of key
management such as key generation, key storage, key

. distribution and key loading. Techniques to" perform
these functions are described with emphastis on data ’
conmunications applications. Rather th recompend a -
general *solution to the ke§ management piroblem, nymerous

* factors are presented for consideration by the system
" planner. The needAor a trade-off betwsen complexity
* and practicality in a rea] viorld environment is stressed.

J e L]
. In’a s;i%gm where the details of the encryption
r

-~

Key words Encryption Keys, Key Distribution; Key
~—~Generation; Key Loading. Key Storage.

r . [
1. Introduction
The NBS algorithm is based on a 64 bit key. The key caf exist
Jgtystca11y in the form of manual switch settlngs, a series of bits
ored in a memotry, holes in a punched card or bits recorded on a
magnetic sfrlpe card like a credit card. Of the 64 blf%, 8 are parity
. bits and as such agg determined by the other 5 bItS The nuwber of
possible keys is 290 or approximately 7.2 X 10/6. _The strength of the
NBS algorithm is based on the large number of poss1b1e keys combined
with’ a non-linear enciphering process. A godd key management system |
must therefone make proper use of the very- ]arge number of keys
available. ) .
Now thaf the NBS encryption algorithm hﬁg‘been adopted, and
several devices based on it are appearing in the marketplace, the
subject of key management becomes very important. If we assume the
adversary knows :é% about the algorithm, its”implementation in your
system, your operditing procedures, thé knowledge of the keys is the
‘. only critical thing he does not have. L% has begn accepted that the
' de}ermihation,of the key by trial amd er S not economically .

~

~
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2. Geheral Principles

" There are no standard methods. for implementing key management.
Each organization must plan and implement i{s own system based on the
particular risks and consequences of a key being discovered and used o~ -

W2 by an unauthorized person. It should be assumed that there 1s col-
lusion between a person 1nslde the organization and a person on the.,
outside. .

/ 1
A quantitative assessment should be made and a; : key management’
scheme tailored accordingly. In particular, the dl?ferences should
be recognized between' a -communications application where the keysg can’
be changed frequently, and a media encryption scheme where the kdys
need secure storige during the valuable 1ife of the data.
LJ ....-‘- r
Whereas the encrypt1on algbrlthm and i s#fﬁﬁTe;Entat1on details
‘will be publidly available, all aspects of .key management should be
. kept "secret” within the organ1zat1on Only theominimum numbei of
trusted employees should be involved in key management. A well-thought
ot plan should be made, and tight discipline enforced, A key manage-
nt schieme.which is 1oose1y handled will produ¢g chaos and could re-
sult in a reduction in-eyerall security. A trade-off should therefore
be made beiween additidﬁél complexity and the need for smooth day to
day operation. . . e -

. - 3, Key Generation ' , f

Keys themselves should be unpredictdble and changed as frequently
as necessary {based on risk assessment). It may be better to.change
them at unpredictable times. It makes the criminal's job easier if he
knows keys are changed at the same time on’ the same day each week.

_ Any temptat1on to relate keys to ofher entities (such as names,

. dates, I.D, numbers} should be avoided. Neither shouWd keys be
chosen so as to form an easily memorized sequence of characters. This.
would limit the number of usablerkeys to a quantity far less thqp the

* maximum. The keys should be gehrerated so as to be statistically in-
dependent and uniformly distributed over the range 0 to 255 i.e., there
should be an equal probability of any key being generated as shown in
figure 1, Computer programs which always generate the same sequencé of
random numbers obviously should not be used. Instead, programs using-a®
variable seed obtained from an external source provide a much superior
method. Note that the key generatioh must be done on a 5§.bit basis *?
‘and 8 parity bits added subsequently because a 64 bit random number-
would be rejected by many encryption devices if the key parity _Chgck ‘
failed. Figure 2 shows a s1mp1e scheme for generating keys. A
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hardware counter running at several hundred kHz and in no way syn-
chronized to the proceseor is read by a random number subrout1ne The ~
counter contents at the time of reading are¢ used as .the seed for the
random number. generation. Since the time at which the subroutine is
called is random relative to the counter, the‘seed is totally unpre-
dictable. “In magy systems the time of day clock ean be used as the
source of a seed. '
- ™

Rahdom number generation is a'subject in itself. Reference [1]
gives a good overview of the topic and also discusses methods ¥ test-
.ing the randomness. This refgfeqce also contains an eéxtensive set of
further references. s u})

-

Needless to say, the Key generation program muyst itself be-care-
fully scrutinized to ensure there Are no inputs or outputs -othey than -
the intended ones. Also, the key generation program must be run under
strict supervision and memory used during the key generation -process
should be erased after use.

4, Key Storage = ~ \/

Once keys have been generated ‘they should be stored in a protecfed
area of memory until use. They should not be printed out unless =
absolutely necessary. The time keys are in storage should be.minimized
by generating them as laté as possible. If long term Storage is un-
avoidable (as in the case of file encryption applications} the keys
themselves- should be encrypted with another "master" key. This latter
key should not be resident in any part of the system. e

i

5. - Key Loading . .o . ‘?:f' «

Thege.are four basic meth0d§ by which a key can be loaded into the . e
encryptio wice. Not all abe available in the marketplace; they only
indicate po&sibilities.

5.1 Manua] Q?ltChes ; e ) {f'i‘hi-
) Y

rJ Most of the first.available products will yse this approach. 16. .
hexadecimal switches can determine 64 bits. Since this 16 hex digit
number-will be gifficult to remember, it must be writteh down on paper R

“ which must be properly safeguarded. The devices shq’Jd be locked up . ”
out of sight within a secure area. ° )

. 5.2 "Plug-in Modules

A small module ®ontaining read OHiy memory can be used to convey
- . the key to the encryption device. Once the ROM's have been programmed -
I " under strict Security €ontrols, the module can be handled' and the key
+ loaded into the device without anybody knowing the actual key.
Furthermore, compared to a device with manual setting, changing the
key is made Much mor%/difficult for' the criminal. . !
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5 3 Magnetic Str1pe

L

., This method is less expensive q;g(the ROM above and still has
) the advantage that the key is not viwible to the person handling it.
The magnetic stripe reader may be built into a terminal device or can -«
v be in the form of a separate portable device only accessible to persons
althorizet to handle the key.

-

5.4 Ele@trica] Interface

tIf the device is phys1ca]]y adjacent to (or built into) a com-
munications processor, the key can be 'loaded via.an eilectrical con-
‘nection to the processor 1/0. This enables the keys to be transfer-
red From tables in memory to the device without human handling.
An e;?énsion to this mgthod is the transmission of the key dowri\a
communication line to a regate encryption device. Obviously special
precautions ?ave to be taken in this mode.

6. Key Distribution
" There are only three basic ways of distributing keys:
. 6.1 Registered mail with its attendant risks.
6.2'\C0G¥ier, which for a price, can be as secure as desired.
323 Dowp 1iMe load ‘which is very dangerous unless the new ke} is
o encrypted with a special key which 1S never transmitted over
o f the line. Encryption of the new key solely by the current key
* / is not retommended for obvious reasons. ,
One way not to transmit keys is verbally over the telephone. One ,
may become 50 preoctup1ed with the security of the data link that a =

little ¢arelessness when talking on the telephone could easily give
ﬁ away the key.

7. Link Encryption ’ .,
s Lifk encryption is probably the method most users will elect to
,". . use in their first encryption applications. This is because it will

be the method which has the minimym impact on hardware and software
in existing systems. Keys will be set manually in most cases, and
S the rules men;joned earlier must be observed.
St . If dedicated lines are used, which is the preferred way, there
- ' —should be a di.fferent key for each link, and possibly a differe t key
i for each direction. of traffic on the same link.

.

_ If diat-up ]1nes are necessary because of a'high ratio of termi-
nals to ports on the communications processor,-then each terminal
should have its owh key.- Figure 3 illustrates a subset of such a system.

| >
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The keys K1 through K4 have been:previously-inserted in the
terminal encryption devices, and & table mapping I.D. and keys is.
stored at the central site. A terminal firs{ identifies itself in the
clear, and this enables the network processor to set the appropriate
key into the device associated with the port to which th -up con-
nection is made. When the call is comp]eted the key 15 erased from
‘thé dQV1ce at the central site. '

¥

8. User 0r1éﬁted Keys\L~> L o ;

In some cases it may be beneficial to have user’ or1ented keys,
instead of, or in addition to, device or link' oriented’ keys. With
this approach each user has hlS own key, He may or may not“know
the actual key depending on“the form of handling.

¢ In a.EFTS application the key can be in the form of a Personal
I.D. number (PIN} which i5 used to encrypt the Personal Account i
Number (PAN). The resul§ing encrypted PAN is then further encrypted
by using a device oriented key. If the PIN has to be entered via a
keyboard the user must know the PIN.

*

* Another scenario for user orréﬁi;; keys is :Egré a high level of
security is required. FEach user has a key on a mdQnetic card, and

the caxd is surrendered to the guard as the user leaves the secure

area where the terminals ate located. TheCUSer doeg not know the key -
nor does he know when it has been.changed. To gain access to the

system, he first identifies himself in the c?ear and then after in-
sertion of his key, switches t0 encrypted mode.” He then enters his,

own password, date and time of day Which axg encrypted and trans-

mitted to the central site. He is only permitted to continue his’

dialog ifsthe passird decrypted by the key assigned to him checks

with the password on file. The time ahd date-is alsg checked to

guard against the possibility of a orded message Geing played back
1nto the System at a later time wargsttwe wiretap m

9. Composite Keys

In cases where very spec1a1 precautions have to be taken, the
concept of composite keys can be employed. The actual key used is .
derived<from One or more keys by some simple process such as modulo 2 4.
addition. The encryption equipment must be designed so as to perform-
this operg&tion prior td loading of ;be actual key into the encryption
chHip. The individual keys can be handled by separate persons or one
key .can be user oriented and the other device oriented. Each' Key must
be the full length. Giving half the key to one person and half to
agother gguld drastically reduce the security 1eve% stnce the ratio

to 2 is the same as the ratio of 1000 yeavrs to 10 minutes.
L L
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10,  Summar )
y N .

M . ’ . .

Key management schemes must be tailored to the needs of the”

% individual organization. One can conceive of "ultimate" solutions
using end -to end encryption with key generation and loading performed
‘automatically by a computer assigned to the task. It will ‘be several
- years before such schemes can be considered a reality, and in the mean-
time we will have to use more down to earth approache Human beings
will be heavily involved in key management, and as i, any security
situation, careful steps must be taken to ensure their integrity.

v
/jaj In practice it will be necessary to sacrifice extra complexity

ey

chosen system should be thoroughly tested and particular atten-
tion paid to what would happen in abnormal situations such as loss
of a key or recovery from a system crash.

f% the sake of smooth operation. In.addition to careful planning,
e

A1l posSible eventwalities should be considered and a compre-
hensive set of rules established. A tight discipline must‘then be
enforced:

@

A final feminder, if the key management scheme is_not designed
properly or adequately enforced, the result could not only be
disastrous from a security v1ewp01nt but the viability of the entire
system. may be jeopardizeds
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Tt Design and Specification X
of Cryptqﬁraphlc Capabllitles*
. . . R »
Interbank Card Association’ .
Carl M;Rg:mpbell, Jrs+ (Corrspltant) -
. 809 Malin d, Newtown Square, Pa.: 19073
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* sCryptography can be used to provade Y 7
data secrecy, data authentication, and .
originator authenticatiord. Non-reversible T,
- transformation techniques provide only the
last. Cryptographic ¢ digits provide
both data and originafor authentication, -
but no secrecy. Da secrecy, with gQr
without data authen ion, is provided
- by block ‘encryption or data stream encryp-
tion techniques. Total systems security .
: may be provided on a link~by-link, node-
' by-node, or end-to-end basis, depending
upon the nature of the applicatlon.

A ‘ > '
- Key words: Cryptography; data security:
' v enecryption. . . o
. V ] - . “
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1. Introductlon'

Up to the present, cryptography has been a relatively
unknown science,. used primarily to secure sensitive govern-
mental communications. However with the introduction bf the
Data Encryption Standard (DES) we eXpect-to see cryptography
widely applied, in' data processing systems, especially in
digital communications, to provide data security. It is
thus essential that the designetsyof these systems aaln an

(fﬁﬁderstandlng of' this new -technolégy. ‘ . ot

2 \ Uses, of Cryptography

[

.. ’ Cryptography can be used to pﬁpyidg three ‘aspects of
data security: T .

LY

. (1) Data secrecy. -7 ; "
(2) D% authentication.
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. (3} oOriginatdr authentication. "
_ The'first~u§eﬁ0f cryptography, data secrecy, is rela-
tively well understood, ang wfll be &@n importaint use in an -
EDP environment. .

Data authentication and originator authenticatidn are’
“less understood, but will be verYy important uses of cryp-
tography in the future. To understand data authentication,
assumg that "AY ‘is transmitting data to "B." "B" wants
assurance that the data it is receiving is précisely the
data which "a™ transmitted. Though conventional error con-
trol techniques can protect against commupications errors,

" is concerned that someone with a sophisticated "active
wiretapping” capabiiity may have deliberately modiffed the
data ££om "A, and rnade the appropriate modification$ in
any associated-error- control fields. Cryptographically-
-implemented data“authentication provides assurance that the
data was received as «wriginated.

- Originator authentication is similar to data authenti-
cation. This time "B" requires assurance that it is receiv—
ing data from the "real 'A'® and not from an impostor who

-may have assumed "A's" identity. Again, cryptography can

provide the solution. ,{ ‘

There are an almost unlimited number of ways in whic
cryp graphy can be applied. Some ‘appligations meet only
one o two of the above ob]ectives, and -some meet them a11

3. Ordginator Autbentication
i

A-simple use of cryptography meets only the third objecy
tive, originator authentication. 1In this approach, figure 1,
.each authorized user of a system is given a secret “"authori-
zation code." Each terminal incorporates.a cryptographic .
capability into which he enters this code. The eode is "non-
reverSibly transformed"‘into another code., This means that,
given the fransfprmed code, fhere is no way to détermine the
actual code except for an exhaustive "trial and error" proce-

. dure, which is presumied to be non-feasible if the original

gode is quite long (approximately 56 .bits) and reasonably
random’ The system's central processor stores, in a manner
‘which may be non-seeure, each user's transformed code. A
simple comparison is :thus gufficient to authenticate the
user. - * N . N
Note that this approach does not require a unique ter-
minal key, so imposes no, "key Tanagement" requirements. Note
*also that it does not require apy on-line cryptographic capa-
bility at the central facility. ,

. gy e | , ‘
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" cryption algorithm, reguiring blocks of precisely. 64 bits.

. 4. - Data Authentication . * et ) .
. A very useful cryptographic technique, cryptographlc
check digits, provides data authentication and can provide .

originator -authentication, but provides no data .secrecy.
Cryptographic check digits may be 11kenqd to parity check
dlglts or to a cycligﬁ;gdundancy ©check in that a check field -
is added to the messgdge by the originator and verified by «

~

. “the recipient. However,/unlike a conv ntional error-control

check field, the cryptographlc check d¥git field is genera-
ted by a cryptographic algorithm and utilizes a secret key
known {(desirably) by originator and recipient alone. Thus
the field protects not only against accidental garbles, but
also against deliberate attempts to modify the transmitted
data. Without knowing the secret key, the one attempting
such data modlflcatlon would be unable to make the appropri-
ate changes in the cryptographlc check digits field which
would be required for his modification to escape detection.

Note that originator authentication is provided if ‘the
recipient is certain that only the authorized originator
posesses the secret key: '

) {

v DES may be used to generate cryptographic check digits,
as, for example, is illustrated in ¥1gure 2. Each group of
64 message bits is passed through the algorithm after beidg
.combined with the output of the previous pass'. The final <

‘DES owtput is thusgshresidue which is a cryptographic func-
tion of the entire message. All or part of this residue may
be used as the cryptographic check digits. .

Cryptographic check digits alone cannot detec% the
fraudulent replay of a previously valid message, nor the de-
letion of a message. To protect against these threats, each
transmission of a message must be made unique.. One technigue
is to insert a cryptographlcally protected sequence number
intfo the messag Another is to use a different key for: each
message.f .

5. Data Secrecy

-
-~

Secrecy of transmitted data may be provided by a number
of technlques, some providing data authentication and sone ’
not. All of the suggested technlques utilize a secret key,
and so provide originator authentlcatlon 1f this key is prop-
erly controlléd., .

' ’

]
T5.1c Block Encryption .

The Data Encryption Standard is inherently a block én-

- 4 L]
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. szen a Plaln text block of 64 bits, a secret .key,, and the
the DES algorithm produces 64 cipher bits.

"encrypt" command,
Given these 64 c1pher bits, the same key/
command,,

bits. Thus, as long as the block size is

block encryption with DES is ektremely simple.

" Short blocks.

\.

4

and the "decrypt".

the algorithm produces the original 64 plain-text

exactly 64 bits,

. =
- .

If the block 8ize 1s less than 64 blts,

these bits must be "padded" (with any fixed or -variahle’, |,

pattern) to maKe 64 bits if “the algorithm
its normal block-encryption .manner.

is to be used in

all 64  of the resultzng

" cipher bits must be transmitted to the recipient even £hough

only 20 bits of underlying information are present.
recipient block-decrypts these” 64 bits, resultzng in _64
All but 20 of theSe must be dlscaraed,

plain-text bits.
leaving the 20 original information bits.

,The

The use .of DES for a block size of less than 64 bits:

is thus somewhat inefficient, in that the

still be transmitted.

introduce other disadvantages.

Multi-blocks.

Where £he block to be

full 64 bits mqst

Different techniques for using DES‘ >
are possible, which overcome this disadvantage, but xhey

Vo,

P

encrypted is long,

it can be broken up into groups of 64 bit blocks, and each

such block encrypted

independently. This

provides secrecy, but it does. not provide

data authentication.

For example, assume

simple approach -

a high degree of

two block-encrypted

messages, one reading:

"PAY TO J.” JONES $9,000.00" and the

second:

"PAY TO S. SMITH $1,000.00."

If the "$9,000.00"

and the "$1,000.00" should each fall precisely within a
block, it would be possible to replace the cipher block for
"$1,000.00" with that for "$9,000.00" so that when the recip- .

ient decrypts the second message it reads:
$9,000.00."

This process., by which dip
"spoofing.” Note that the "spo

"PAY TO S SNITH

r is manipulated, is called
er", knows corre'sponding -

cipher and plaln text, but does not know the secret . key. * . -

His objective is to interceépt, modify and
the ‘cipher, all in such a manner that his
‘detected .

L

then retransmlt
‘deception is not’

e

¥

Encryption techniques can be devised whlch prevent. |

*spoofing,” but in order %o do sd it'is necessary to intro- °

duce. something called "garble exteénsion.

if .any.portion of the cipher becomes garbled ti.e.

This means that .
chaned) "

the decryption by “the. recipient of a certain amount of sub—

sequefit: czpher 1s also garbled.

+

+




- pseudo-random ''encrypting bits.'

(i.e. cipher).bits may be used. For simplicity of explana-

. Figure 3 illustratas one metl.od by whicfi garble exten-
sion, and ‘hence spoofing prevention, can be fincorporated
into a block emcryption system. The "E" baxes perform block
encryption, and the "D" boxes block decryption. The "+"
function indicates exclusive-or. The approach of figure 3
provides "infinite" garhle extension. That is, any change .
to the cipher garbles the decryption of all subsequent cipher.
Infinite gayble extensipn has the features that the origina-

tor cah place in the final block a pattérn expected by the
recipient. If the recipient finds the exXpected pattern at

thé end of the rfiessage, he is assured that the entize mes-

sage, regardless of length, was received.precisely as

originated. : '

L]

X . . )
5.2 Data-Stream-Encryption . .

The term 'data-stream” refers to the serial flow (seri-
al by bit,' by-charadter, gféany other increment) of data, _as
over a communications lin "DataXtream encryption' refers
to the encryption of such data in re®l-time, for subsequent »
"data-strehm)Zecryption," also in real-time. It-is possible
to use block-éncryption for data-stream encryption, but this -
is not desirable., In DES block encryption-, the first bit .
cannot be encrypted until- -the 64th bit has been received, so
that a block-encryption technique in a datd&-stream environ-'
ment inherently:imposes a delay of. 64 bit times. Block de-
cryption imposes an equal delay. Thus; communications
delays would be unacceptably increased where block techniques
are to be used. . p

* " -—— ' -

‘Fortunately, DES can be applied to a data-stream -
environment so as to minimally impact communications \Jelays.
Two such techniques are "intermnal feedback' and "cipﬂgf\\
feedback." °

. . 2
Internal Feedback. Thejintpfnal-feedback approach to .
data-stream encryption uses DES to generate a stream of ﬁab
' These bits are exclusive-
ored with the plain-text-bits to form the cipher bits, as
illustrated in figure 4. The .decryption process operates
the same way, with the exact.same pseudo-random stream of
"encrypting bits" being generated. ZIxclusive-oring these
bi€s with the cipher bits then produces the original plain -
text bits. , ’ : o -

-

use DES in this manner, any number of.the 64 output

tion, 4t is assumed that only 1l bit is used, and the other )

63 discarded.' The selected bit is flotlonly used to encrypt 'x\

the plain-text data, but is also féd back as the input to .

DZS, and another algorithm cycle .initiated. Thu%, one

algorithm cycle is.tequired Egr "encrypting bit:'™ ‘
; . 5.
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To ensure that the decryption process genergtes the
same pseudo-random "encrypting bits"'‘as does the encryption
process, the DIS input registers of the two devices must
conmence operation with the same “initial £fill." The pro-
cess by which thlS is accompllshed is called "crypto syn- ,
chronization. N '

Clpher feedback. This approach to data-stream encryp-
tion 1s very similar to the internal feedback approach the
difference being“ that cipher blts, rather than encrypting
bits," are used as the DCS input. “llote that this approach,
Figure 5, if used in a one bit feedback mode, is "self syn-
chronlzlng" because after 64 bit times' the DLS input reg-
ister of the decryption device will contain the same data as
does the input register of the encryption device. Note also
that the approach provides garble extension, thus providing
anti-spoofing protection. '

&

.6, System Philosophies

There are three basic approaches to incorporating en-
cryption into a communications system: link-by-link, node-
by-node p7and end-to-end encryption.

Link-by-link encryption, figure 6, is the technique post
ccmmonly used today. It may be 1mp1emented in a transParent
manner ‘with currently availablex devices, which are placed in
series with the c1rcu1t_between data terminal equipment and
data communications equipment. This approach has the' disad-.
. vantage that it allows all traffic to pass through the CPU of
any node in plain-text. ~ ' % ;

Ndde-by-node. encryption, figure 7, is a modified version
of link- by—link ehcryption to overcome this disadvantage.
Edch link uses a unique key, but the "translatiwyn" from one
key-to the next occurs within a single "security module"
which might serve as a peripheral device to the node's CPU
-In this way plain-text data does not traverse the node, but
exigts only within this physically secure module., Note that
enough %essage data must remain.encrypted so thatethe noéde’s
CPU can properly route the message. .

-

© End-to- eﬁd encryption, figure B, requires a "Key Control;:

Center," located somewhere within the'communicatlon system.
Each end-point in the system holds a unique "long-term" key,
and this-.center alone holds a copy of each such key. When -
one end point wishes to communicate #0 another, a request to
this effect is sent to the Key Control Center. This cenker
then genera;és a temporgry "per conversation’ key, encrypts.
this in the long-term key of origlnator anghaiffﬁif long-term

-«
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* each.

key of the recipient, and sends the appr prlate Ver51on to

.The or1g1nator decrypts thi% just
temporary key using its long-term key, thi
likéwise with its long-term key, and the :

eceived encrypted

recipient does -

wo partigs then
converse w1th end-to-end encryption using this temporary key.

7. Procurement Considerations -

-
[

For retrofitting an exlstlng system, link- by link
encryption utilizing: transparent link* gncryptlon devices is-
a reasonable approach: ,DES feedbacwwls a desirable choice
for these devices. L4

For a new system, in which cryptography can be "designed

in" rather than "added on," block-encryptien techniques

should be congidered because of their more efficient use of

the ‘algorithm, and their absegce of initial synchronizatian
~requirements, For a transaction oriented system, in which
. Messages are very short and routed to varyiandestinations,

the noae-by-nade approach appears: preferable because it does .

not impose any per-conversation overhead for: koy-ﬂ;strzbutlon. .
" However for a "session" oriented environment.in_whléh c

sations may be relatively lon§, end- to—end ene tlon a
. to be the obglous choice, : -

ver-
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2. B1t-511ce lmp]ementat1on A ) o SR

A Bit~Slice, 4- Chip Implementation of the -
- Data Encrypt1on Standard
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¢ . The following paper has been extracted from -
. ¢ the verbal presentation of Mr. Railapalli at'the’

- n, February i5th Conference. A written paper had not . .
beer submitted at _the time of publication of these
procegdings. . .,
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1. Introduction . : . -

. ~. . ‘ .
? I would like to present’ an approach-for implementing the QES in a
bit-stice, multi-device, large scale 1ntegrated techpology. .This approach
is based on our estimate f the user's need for a high-speed implementa~
tion of the DES for securg data communications. e feel that_a high-
speed hardware implementdtion can be widely-used in. many ADP secur1ty\\
applications. The existence of a standard 1§ this area potentially.
al]ows us to reach this goal. ' oo

' ' We. have attempted to des;gn a- set of chips: which ‘can be used in

* high-speed, ‘cost effettive applications in_various environments haV1ng

a wide rande of temperafures. For th¥s we have chosen to use the I L v

'.(Isoplanar Integrated ~Injection Loglc) techno]ogy

It.was quite easy to draw a block d1agram of the DES. NBS did al]
of the work for ys. After.analyzing the requireménts of the DES in a
single chip, we felt that the chjﬁ would be far too large and .expensive.
In large scale integrated technology, the smaller the chip, the higher &

" the yield, and hence the cheéaper the cost. By analyzing the algorithm,
. we -discovered that we.could partition it into .four parts. Each part

could be 1mp1emented in one ch1p‘and all four chips wou]d be almost
1dent1ca1 .

fter ana]yz1ng both, the initial and fina] permutat?ons of the DES,
it ame obvious' that ﬂt would be simple to part1t1on the DES in this
way. The 64 bits of data are entered in eight 8-bit bytes. For each
byte of data, device 1 would rec€ive bits 1 and 2, device 2¢would re- .

. ceive bits 3 and 4, dev1ce 3 would receive bits 5 and 6, and finally .

device 4 would rece1ve bits 7 and 8, Eight bytes would be presented
to the four devices in this manner until all 64 bits have been entered.

v L. o7

¢
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-- In the block diagram of the DESls the next major operation is to
expand the Tight hand 32 bits to 48 bits. The pext major operation jig -
the XOR functipn of 48 bits of the.key with thé expanded right hand half.

Each of the four. devices will contain two substitutien (S) tables. De-

vice } will contain tables 1 and 2, device 2 will contain tables 3 and
4, étc. . 'The four devices must be connected in such a way that they
receive the necessary bits from the neighboring deg1ces at the proper
time to make the algorithm work. As far as the key is concerried, I am
going to diyide th(/key into 4-hit slices similar to the 2-bit slices
used for thé data.' In order to do th]s efficiently in the four chip ap-
proach, I mdst maintain duplicate copies of the key across the four de--
vices., In aRalyzing the- DES, especially im the permutation of the key
(PC<1 and PC-), it is obvious that thé C regisfer must be in devices 1.
and 2 and the register must be in devices.3 and 4. The trick will be
to Tnput the ke} in 4-bit slices and to keep two copies. To control the
devices, I propose two control lines: . I am planning to use a micro-
‘processor, to control the four devices via the two control Iines.’

[

-

-

3. The 4-Chip DES-

¥

‘In summary, we are going to use four of these devices, where each

"device consists of two 8-bit shift registers for the data, four 8-bit

shift registers for the key and two 64 X 4 ROM's for’ the S tables.
Each device will have a parity check facility for the key and other
requore& control logic. - The four devices will work in paralleT “
'from a, single clock. Our estimate of the spee& is that it could be
"clocked at 5 mégahertz. The.two coptrol,1ines that [ mentioned-would,
+~ implement four control functions. The first is load kéy, the second
is load data, the third instruction is to encrypt and the fourth is-
to decrypt data. |

’ . ’ . 7 .

The device wilkl check pg$1ty of the key as it is entered and set
a flag for the,microprocessor control if the parity is incorrec It =.
will not, however prevent'operat1ng with a "bad" key. It takes eight |
clock puTses to 1oad the' key and @ight more clock pulses to ]oad the o
data. Then the devices require sixteen more clock pulses td ei ther
ericrypt or decrypt the data, and eight additional clock cycles to upload
the devices. However, the¢ next eight bytes can be loaded at the same
time that the unloading is taking place. Therefore, oni twenty-four
cycles are used.for. a complete operation of the DES unit. With a clock
"~ operating at 5 megahertz, this gi%es an effective throughput af 13
Jni1lion bits per second, or in other words, each 64-bit block requires
5 m1cro-seconds to encrypt or decrypt ' //r'—H\

Qur company is planning to build these L3I devices and Jna ket them
in various forms to our customers
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7 The following paper has been extracted frem .
*  the verbal, presentation of Mr. Crumb at the .
: February lSth Loriference. #1tten paper had e
_° not been submitted at the t1me of pubiication of N
j . these proceedings, . 2
. . ; .
© 1. Iptroduction - ‘ )
C This-aftemoon:l plan to discuss the Federal 'Reserveé!ymmunic’ations ) :
System, some of our concerns for security, and the type of operatiens .

.

+ that-the communicattons. system supports. The Federal Reserve System, , -
was created by an act of Congress in 1913, Its,job was to\:nsure an
orderly economic growth, supervise and regulate banks,-act as.a fis~’
cdl agent for the United States Treasury, and provide for an improved

 ‘coliection system. The Un1ted States is divided into twelve Federal.
. Resérve regions and there is‘a Federal Reserve bank in each of the
regions. Each bank is an 1ndependent corporation. The overall guidance...
for the Federal Reserve system comes. from its Board of Governors located

.

in Washington, D. C! However, each of the banks is responsible for its T
own oOperation. ’ ~ -0 . °
-b ) \‘I "/ ‘ " ‘ :
" 2 FEDWIRE Commynications System : R S .

\ S . . -

With this introduction, I would 1ike’to talk about the communica-

tions system between these banks frequently referred to as the FEDWIRE.
" This system is used to transfer balances between Federal Reserve member
' banks throughout the country. There v% a manual system before FEDWIRE
was installed consisting of Couriers wiich transferred money .among the
member banks, and as a result was vulnerable to those hazdrds and C
threats affect1ng physical transportation. The FEDWIRE was deveIOped
to eliminaté’ charges for _transfer-of funds iMposed by the courier sys-
tem and to make the transfer of funds much faster, -~ - .
, s 1 . . . A . . : .

.}- The WIRE consists of a central communications site at .
Culpeper, Virginia and communication lines to each of the Federal .
Reserve Banks. Similably, each Federal Reserve Bank is linked to its

_ -member banks within its own region or-district. FEDWIRE became operar

tional in late 1970. At that time'each Federal Reserve bank-was




. Att} %. . .o .
conngcted ,to Culpeper by teletype circuit Subsequently, magnetic
tape} transfer capabilities were added to the twelve main communication
F Wlﬁ . . ~
{ .

The system was next upgraded by replacing the teletype circuits -
with computer 50mmun1cat1ons switches. Each district was allowed to.de-
sign, select and - implement its own computer system but was required to
meet standard interface criteria. Some of these standards in turn have,
been adopted for use within each district fon,lnterconnectTOn to member
banks : . .

I3

Currently, the FEDWIRE system averages over 50,000 transfers per
-day, carrying well in ekcess of one hundred billion dollars. . This is
equivalent to transferring the Gross National Product every 15- 18 days’ -
or transferring the National Budget every five days.

The federal Reserve System has been fu1f1111ng its role as f1scal
agent by transferring Government secur1t1es for some time. The opera-
tion has evolved as a natural extension of FEDWIRE services to tranifer
.the securities on a timely- basis. This system*has he]ped to eliminate
much manuat handling of Federal paper securities and in making this .
system much more efficidit.. Presently, about 83% ‘of the Nat1ona1 Debt '
‘is contained in this “Book Entry“ form. . ,

" &
*

As a part.of its'fisca] responsibility, FEDWIRE is being used to
nsfer payrolls to approxihately 250,000.Air Force personnel. These
paychecks are being forwardéed directly to many financial ‘institutions
across the countryffin a paperless form. This Air Force payroll is :
only a forerunn f-a much larger operation. Concurvently, over
five million Social Security payments are being transferred to Pocial v
Security recipients in a paperless form across the country. Other

Government payrolls are-planned to be tonvgrted. to*a paperless form P
in 1977, ? . #1073

In qrder to'assure that netwéik facilities will be able to handle
these increased demands, we are planning to extend the system to handie
this expanded load-or & spebified priority basis. 1In addition to ex-
panding this system due to the increased load, we are p]ann]ng to im-
prove the secirity of the FEDWIRE. The FEDNIRE system must be protected
for both avatlability and secur1tyareasons. The system must be avail= ’
able to make all the necessary dai 1y.§fansact1ons and these transactjons'
must be protected against sevef-al [thréats and vulnerabilities. These ﬂ
vulnerabilities include %abotage, raud and mischief. At present, sige
nificant controls exist to minimizé these vulnerabilities. The security .
of 'the ¢ipability consists of physical’security, operat1ona]a£ecur1ty,
personnel selection.and netwérk cohcerng, as well as the manggement -as-
pects such as, legal agreemants and audit procedurés, i "

. .

We reCOgnIZe that it .is impossible to prevent alt pbss1b]e security
problems. However, the system is designed 46 bring any @&xception to :
Tight as soon as possible.after it otcurs: We continuou$ly monitor .,
the operations to detect any fraud,.accident or misuse. Our securitys'

. T, ’ .\’l v ; S
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Evaluation criteria for the test :and managing the encryption‘keys . L
are currently be1ng developed for the operational tests. N
No spec1f1c act1oﬁ ?’llow1ng the -tests has been specified but 'it is
hoped that commercially available devices will be .offered to the Federal
Reserve System and anyone else based on the resulis of this prototype
system. We feel that encryption will also be needed in the future as’
one technique to meet requirements for privacy of information.

s
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ARPA NETWORK SECURITY PROJECT

-

1 Stephen T. Walker
Defense Advanced Research Projects Agency )
1400 Wilson Blvd. . R ° L
Arlington, 17 22209 - - . . .

1
' - " -

o Thea ARPA computer netwovk has become an

\\\ operational Defense Department- packet switched com- )
munications sysfém. A recent ARPA research project "
has developed techniques for’ achievingsend-to-end o
encryption processes in a sophisticated networking ) '
environment such as the ARPA network. The National
Bureau of Standards’' {NBS) Data Encryption Standard
(DES) Algorithm has been employed as the basic en-
éryption mechanism for the initial demonstration of
N .4 this capability. This pdper gives the background

and current status of that research project. -

’ -

, . " A research project in coﬁbuter networks initiated id 1968, by thie 5
Defense, Advanced Researgh Projects Agency, pioneered the ilopment and ° °
demonstration of packet ‘gwitched communicatiéns systems. Today°the-
ARPANET is one of the largeét.and mést sophisticated operatiomal com- °

3 puter pontrolled communications gystems in the world. "The nejwork de-

« ‘picted“in figure 1 extends from Hawaii éo Norway with approximately 60
nodes and 120 host computers comnected by 50 kilobit dedicated communi- -
cation cifedits, The ARPA network .is now an operational Def&nse Depart-
ment facik@ty under the manaéement of the Defense Communications Agency
(DCA). While growth in terms of number of nodes on the network. hag
leveled pff in ,recent years, raffic on the network has continued to
double yearly. In late 1976 average daily traffic handled on the net- .
work exceeded ten million packets per day. s

Y

-

) . . ; . .
The technology eimployed in thy ARPA,network has provided the foun-

dation for DCA's common user data ‘metwork, Autodin II. This system will

be ghe ma;or data communication netwofk for the Defensg Department in -

the 1980's and 90's. The ARPA network has also served as the basis for

a number of, commercial and private networks and many foreign sysqhms;

L]

L

The ARPA network has evolved from a basic research project to a

* fundamental component in the deyelopment of. a wide variety of advanced

computer science‘;echniques. It has for the most part been associated
’ with unclaseifiedf research organizations throughout the U. S., afd with
" the \exception of a recent limited capability to transmit classified in-
formation, it remains primarily a non-secure facility. However, a major

, @ concern from the inception of the ARPANET has been the need within the

. Defense Dd:artment for .efficient secure data’ communications mechanisms -
Developing techniques. for securing packet® switched networks ig the prin~

Clpai rasearch objective of ARBA'%&network security program.
. ‘ > ' _ .

-
S : ~

& "

71




A

- .
the impl mentation of secure computer systems there are basically

three levels bf ¢ lexity to be considered: phy31calfadministrat1ve,
communications and opgrating system (or software) security measures.

. Computers have beek processing classified information for many years i
what is calledbgggstem high mode"” where the computer is physically iso~

lated ifi a prot¥Cted area and all personnel associated with the computer
are cleared to the highest level of classified data processed by the
system. The first level of complexity consists of the well known physi-
cal and personnel securlty measures, Invoelving locks, alarms and clear- ’
ances. When two Or more secure computer systems are linked over commu-
nication lines, the second level of complexity, communications security,
is'bmployed.‘ The universally accepted approach +o communications Secur-
ity 1s the use of encryption on data while it is being transmitted over
unsecured communication lines. Communications security techniques have
besn -employed for many years in link encryption mode where each end of
the communicatipn line is attached to‘an encryption device. Both ad-
ministative and communication security measures are' used to protect
computer systems from unauthorized external access.

The third‘level of complexity influencing-the use of computers -
handling wvlassified material is the operating system or software securi-’
ty problem. In this case the integrity of the software running in the
computer must be relied upon to provide protection among authorized.~
users of a computer system. A special case of operating system security
is rhe control of encryption devices operating in a sophisticated net-
working environment . The computer controlled nature of advanced commu-
nicarions systems requires solutions to the security problem in addition
to the already existing communications secu¥ity isSue.

The ARPA System and Nerwork Security Program-is addressing the
third complexity factor described above. Considerable progress is being
made in rhe operating system security area with the application of sev-
eral certified secure ADP systems in the Defense Department anticipated
within the next one to three years. A particular concern of the govern-
ment, being addressed by this ARPA research program, is the empl ent
of computer controlled encryption techniques to provlde communic#tions
security within sophisticated computer networking &nvironments.

In mid-1975 ARPA, in conjunctioﬁ with other -government agencies,

_ began an effort to provide an effective demonstration of end-to-end

encryption with remote key dﬁstribution. The basic concepts of rh'is
approach were fiprst published,in a paper by Dr. Dennis Branstad in 1973
(1) .* The system is designed to work in multiple networking environments
allowing the éncrypted data to pass unaltered among several ifiterconnéct-
ed networks., The system uses the newly developed transmission control
protocol by Cerf and Kahn (2) to provide a highly. reliable communica-
tions path. It makes heavy use of thg\lgyering effects of network
protocols, insuring an essentially error free environment regandless of
the communication path being employed. P

+ .. . el L4




For this amaoswnﬂmnwos.wwmnmakwnasmm desirable to work with a
" sophisticated "real” encryption algorithm. With the announcement early
in 1975 by NBS of the. proposed DES algorithm, it was decidéd ko' employ
this algorithm for the demonstration system in order tosBchieve a sophis-
ticated demonstration in a mitimal amount.of time. /JHP .

-

A%

The basic hardware eleménts of the systéem are 'the ‘entryption control
units (called BCR boxes) consisting of n&NfﬁMﬁ‘pw minicomputers con-
trolling the basic_encryption functions, and a rmw;mﬂhmmwccnmos center
currently being developed on.a PDP-11/40 mimicomputer. .fﬁmﬁmm 2¢illu- -
strates .the basic system which is presently being employed in a.gdemon-
stration of tifjie functions of the encryption system.- In a nwvmomw‘¢‘s‘
wnmamﬁwo. the user activates his terminal and inserts his unique key Jtémp
variable card into the BCR box. The key distribution center is notified ;c3w
of the user's identity by the unique variable and dialog is begun with
the user asking him tq“type a password. Once this initial authentica-
tion has been completeld] the user specifies the destination he would
like to reach on thé network. The key distribution center checks that

the user is authorized to access this facility and then initiates a

»
i

L

separate dialog with that facility to insure that it is ready to accept .

bhe .new connection. If all authentication checks are successful, then
the key distribution center generates a unique key for this convexsation,
transmits it, encrypted, to both parties gnd authorizes them to establish
chmmunication using this new key. At any point the key distribution
center can disallow the gommunication through its control of the ke
storage process within the BCK device. Once the key associated with
this unique conversation has been distributed, the two ends of the con-
versation establish communications in the same manner that they would
on unclassified networks stch as the ARPANET.
N .

Figure 3 illustrates a possible cofnfiguration for multiple BCR
units employed on the ARPA network. &#£ome form of a "secure" subnetwork s
of this type will be established in the Summer of 1977 for purposes of ’.’
rigorous checkout of the protocols necessary to allow this end-to-end
encryption process. . . -

- i 'm_ ’ -~

' . . .
Branstad, D. K., Security Aspects of Computer Networks, ATLAA Paper #73~
427, Computer Systems Confe nce~-Huntsville, AL/Apr 16-18, 19¢3 .
mwmnm. Vinton & Kahn, moﬂm .rk:@ﬂOnonOH for Packet Network Intercommuni-

cation,  IEEE Tramsactions® on Communications Vol Com-22 #5,May 1974
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' #151b111ty to the.consumer.

.
] -

I ¢ - :
. . Electronic Fynds Transfer Application
1

Jaek McDonnell

. - EFT Commission
1000 Connecticut Avenue :
Washington, D.C. 20036 <

/ r
-

. The following paper has «beeri extracted from ¢
the* verbal presentation of Mr. McDonnell at the
February 15th Conference. A written paper had
not been submitted at the t1?9fof pubtication of
these proceedings.- ) )

to thg National Commission Electronic Funds Transfer. The EFT Com-
mission was created by an
anticipated that there would be a 1ot of problems in the "checkless" ~
society that do not exist in the present banki ng. environment. Congress
created this Commission to study these problems and report back with
recommendations on what to do.- Our firft repont is due to Congress gn
February 23, 1977. This w11f be an interim report and makes only non-
technical recommendations. The final report will 1nc1ude-our technlcal
recgmmeﬁdations. _ <

y 1 would-like %o prefeﬁ;hm} comments on security by introducing you

- L3

LY

EFT is not new. The Federal Reserve-.has been u51ng thlS mode of
ba]anc1ng the nat10n s "checkbook" for some tlm N

There are three main areas of EFT. The first/ 1 will call a low-
volume, h1gh dollar transaction system typified the FEDWIRE system.
The second is the system typically called the automated clearing house,
which primarily uses magnetic tape to transfer money. The third is the
one I would 1ike to discuss-today; it is the oné ‘which has a high
The 1Jast incorporatés, automatic, cash

ssuing terminals, p01nt of sale terminals and automatic.teller ma-
chines. ' . e

I would like to give cred;t foy most of the mater1a1 that L anf

'_901ng to present to Mr. Paul Havemer of the Federal Deposit Insusance

- Corporation who has written a bdoklet entitled Introduction to EFT
Security.” Eigure 1-1 of this document disp]ays the varfous points
of vu]nerabi]ity,tn aneEFT system. In particdlar, the agtomatic teller
‘machine is the direct interface o6f an EFT system tofa customer. The
customer must present.a
the customer's ident#ty.

"digital signature” to the'machine to prove
This digital signatyre is called a Persona)

t of Congress:twg years ago because Congress’

\

1]
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*“Identification Number (PIN). Typically, a customer is iSsued a plastic
. card with a magnetic stripe on the backéyn ‘conjunction with the PIN, !

: This magnetic stripe contains information in a 1,2 and 3-track format.
The combination of the card and the PIN causes the system to operate.

s The effective use of encryption+in the EFT environment requires
several things. First, the banking community and its customers must |
be educated to the threats of an EFT system and the use of encryption

7in reducing these threats in order to establish a viable National EFT
system, Second, ‘the encryption of the PIN or other information -on the
plastic card requires several standards in order to be vigblel. Third,
£hese standards must be available on a non-proprietary basis to be used
at will throughout the system. . A

~

.

. 2. Thréats to an'EFT System - I ,

A-cash issuing terminal usually has between twenty and forty
thousand dollars at the beginning of a day. The'largest "rip-off"
that has been idEntified in an EFT environ ent {1d not beeur in this
« _country but in Switzerland. A customér with a valid card.and a,valid
"PIN used his know]edge of the off-line system to pe:ggééate his crime.

He simply started visiting each of the cash issuing ingls in a large
.European City starting at 5 a.m. on a weekend to "jackpbt" each of thd
terhinals. To the best of our knowledge, he acquired tne equivalent of
5100 000. : : ’

4 . -

-

I | wou]d like to look at the vulnerabilities of an EFT system and .
_see where encryption can alleviate some of the potential risks. ‘ One - ¢
appT:catlon is to encrypt the datg.on the magnetic stripe of the card.
If the PIN is used as part of the key for)iﬁe encryption operation,
anyone who fipds or ‘steals the card; but does not know the RIN, can-
// not use the card, " .

1] +

" +

. pessive wire tapping. In this threaty penetrator SImp]ytrecords the '-

. 1nformat10n going across the communicgdion 1ige and duplicates tqhe
magne;1c.card fr e information contained in a transaction reqlest .

v - " The s1mp1est threat to the commugifat1ons of an EFT system 1s cu

‘v to comhit fraud. e P or other input data of this comminication:,
were encrypted, the penetrator would- be thwarted 1n this attempt e
5 v v
S | "The second threat is called active wire tapping. A.penetrator i3 '
ot only able to monitor-the: comnunications between a cash 1ssd1ng .
! 'terminal a bank but is, a]so able to modify the commun1cat1ons

We tan ]o/} at ‘encryption as being a seQurity measure for communica~
. o tisns. n11ke a simple communication system in which all of the data . ’
and central—information is encrypted, a viable EFT network requires that
only-the valuable data be ercrypted and the address/cpntrol 1nf9rmat1on
remain in the clear. This latter information is required in, the switch
-~ be@ween commun1cat1ng deyices, .We feel that the Cryptograph1c Check

. : & - CL ‘ e
a,- ’s\ 8l *”
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- vulnerable point in any system.

© that we can have a set of guidelines for financial institutions to en- - .

-inter-agency .task_group. continue in some form, perhaps in conj}

v

~k‘ ' o . A

-

- © s , '\-
© Digits (£§D)* hold ‘great promise in securing an EFT network., .

. The final threat exists within the computer of each financial
institution, I cannot emphasize too strongly that this is the most
We feel that there i$ a defjnite ap-
p]1cat1on for encryption on, thg;account f1]es within the compyter qt-
se]f\

’
- e >

‘We hope to develop a set of security gu1de11nes for the f1nanc1a1
communi ty through an inter-agency task group. that we_ have es®ablished.
It 5 too early to tell exactly how extensive these guidelines witl be.
Qur first step {s to inventory the cases of fraud that fave octurred Yn
EFT systems. Before the Commission™is terminated in October, we. hope
force, In all probability, we will make the recammendation that this
ction
witth_NBS, to develop the technical sgcur1ty standards needed fdr an
EFT system. i

) 0 ‘. * ot b
, T T
- . Y- e . )
) N s : o )
*Editor's 'Note: See thewpqper_hy Carl Campﬁell in these proceedings. 7
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AT The Data Encryption Standard . ' v
B - within ' ST,
The lhta .Cemmunications Environment
g e . ' ) '! . '
. - Vs Ml Ed Lohse .
D re Cor’porate Engineering Headquarters . N e
- Barroughs Corporation .
. . .- - . World 'Headquarters Building : . ' , .
A ) o, _ , Room 5E30 . ob ’ ’
.- il " Burroughs Place -, T
, D roit, ﬂmcmgan 48232 _— ¥
- ! . . -
] l-hth thé stand'ard1zat'£on of the DEg product
and system des'igners can proceed to Tmplemen-t various
~ security devices. Applications for link.and end-to~-
. J end pratection carf.and will be accommodated. How- . .
s . . ever, if thess a%ﬁcations are 1ikely-to involve . .
. e **  communication within a systém containing eguipment . \
L I .frein different manufacturers, additional standards © ,
. are needed: key management, electrical interface,
» encryptidn mode, initialization and resynchromZa-' e
’ tion. This. standards development effort is dlready - <
started. _ . L.
N % - Lo :
_ o Key worlls: Encryption; security devices;-standards. Coe

e

* tions systems. , The transfer, of this information to or, from remote . _

. a eomplex problem. The'passage of the Privacy Act of /1974 further
. privacy th

\carr“iers such as m1crov?e transrmssion systems, COmmumcatwn sat’e'I-- -

' guarantee.'the privacy of’this inform tion a d guard against its fraud-
. ulent 'use or alteratw . \j

+

e Mplementation & Use -

» - . ]
‘ 3

-

. banks fiTled Wwith statistics on. individual.¢itizens ahd businessés there 7

v w‘ith tgiiadvent of Electronic Funds Trar{sfer systems, and data
is a’'growing Ynter-dependence between tomputer systefis and comquriica- _ »

system users \gl(ﬂe ma'inta'umnq the integrity of the data is in itself

cannot be’ essed by unaut ﬁrized personnel. . Beyond the need for
e is need to protect against a]teration of the message

- 1 " . I

This' becomgs doubiy 1mp&;’;ant when’ data is. transnntte ia comon

compoundedihe problem by r, ﬁquirmg that this information transfer
c

Tites or ‘telephone line

) {.
It-is encumbent u the management of these user systems to

[
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The Data Encryption ?tandard (DES) has gone a ISng way in providing’
- a tool with univer®al applicability for those who wish to ensure data < ?
protection. . . - - . - .
: . . . . N
. The type of seturity required in some environments may be such ¢hat
the mgssage can be transmitted in clear text as long as itS integrity is
safeguarded. Other envirofiments may require the contents of the messagg
.. be concealed during transmission from unauthorized observation. In the : N
Pformer case authentication will suffice, that is, the message text is {:>

.

\opera;ed_upon by the DES to produce a series of check digits which are
appended to. the,message and this-.entire format transmitted. If, at itg
“destination, the message integrity has. been preserved ‘th& same set of S
check digits-will be generated #nd a simple comparison will serve to
validate the message, In the latter case, the text of the message will
__be transformed, using - the DES, into cypher which is t{ransmitted. This o
process is known as encryption. - ' ) P

: - ¢

\mwﬁﬁmmunicationﬁ modes: 1ink@r end-to-end. - ’

L -

These leyvels of seCuriEy ma& be implemented in_either of two data 1\

_?3gu;e f illustrates the ﬁeﬁe]é of protectiOn'provéded for each _'
technique used. o ) . . L. .

~ ) ‘ .t ) s } . i i

1 ** Figure IJla and FIb show how these techniques are *implemented in
some data communication networks. \ & . - o
. ‘/ . ‘ ﬂ O ‘." ) . . .
In the link mode the devige 1S transparefit to the data on the line,
encrypting and decrypting withoutjmodifyimg apy of the datd in the i
~ process and withdut affecting the source or dgstination processprs.

t
L3

* . - Data on the liqg'between'tng‘deyites is protected for bath message* .
integrity angdsecrety (privacy) since it_is unintelljgible to unautboi-
. ized listeners and camnot Be altered without 519%. i
H - . . - e . v s
- In some’communication metworks with multipie®nodes, -1ink ‘encrypi.
does net protect the data-within the fiode ‘where the message is.in play
text .and subject to tampering or misrouting. .By encrypting at the. . .
" ososource only and not decryptihg until the cosmumicatian reaches its
~ultimate destination the information content of the message is only
- usable by recipients who possess the appropriate Key. ..This technique
W~ is-known as end-to-end encryption, and requiress that the megssagé header,
*.  which contains routing, priority and other information used by the net--
“work itself be kept in clear text.. In this cask, the.data shcurity
. device must be sbnsi%ive,to the data codmunigation procedyres used in
. the network or be capable of detecting START ENCRYPTION/STOP ENCRYPTION

© " instructions -in the text. - ; . /

1
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The end-to-end mode is app]wcab]e in systems where no operations
need be performed on the encrypted data byt the data must be trans-
mitted through a switching network and its privacy safeguarded. An
example of this could be one IRS branch retrieving tax information on

",an individual and forwarding it to a second branch, or th&banking
commun\ty*acc9551ng credit- ratings. N - .

On the other hand, Tink €ncryption may be more desirable in the
field of International Electronic Funds Transfer.where the volume of
traffic and/or the message sources and destinations need to be concealed.

However, you can see that th&employment of 1ink encryption will be
more costly since an encrypfion device is required at each node rathér
than just at the source a the destination.

Therefore a careful analysis of the user's enV1g%nment and require-
ments will dictate which mode bf eperation will yield the level of
security desired in the most cost effective way.

Noting the modes of operation, we may- now ‘Took- Tnte the"1mnlémenta-

tion aspects of the DES.

H / )

This algorithm can be implemented in a number of ways dependirg on
the user's requirements. It can be used in the engryption mode or the. -
authentication mode; it can be incorporated as an N-built feature of
terminals or modems or operate as drop-in, stand alone equ1pment This
is itlustrated by FTgure III. .

Look1ng at the advantages and disadvantages of built-in versus
drop-in 1mp1ementation it can be said‘that im the area of access pre-
vention the built-in implementafion is superior. This, technique reduces
the chance that detection can take place between the tefminal and the -

. security deviceywhere the text is in the~clear. However, this technigue
may be difficult to dmplement in existing systems and could reguire

% major tedesigns. Herein Yies the advantage of a stand alone unit which
can simply-be inserted into .existing networks with little or no jmpact
to extant equipment. . , < _ .

Se.' + Due to the myriad of user enV1ronments and requirement$ there will
be a proliferation of security devices in the marketplace;- aqg indeed,
one cap see-the need for imposing standards on tgﬁ appl1cat1on of the -
‘DES so that the lmbact on existing networks can Be.mtnimized, s1ﬂce the
DES is but a part of the Security Device. '

e

3 > . .

.

"
-~




g

e , ~VARIOUS-METHODS OF ' .
: . IMPLEMENTING QES IN DATA KX
’ . commumcmon\! 'NETWORI(. ..

. S . .'., ‘
. I.. DROP-IN DEVICE v N
e + . +
': ' R oo ’ o R ] C"_’;iERﬁD - N
) , - CLEAR TEXT _ ) FEXT
) - b rﬁ—“ﬂ.—ﬂ—————1 ’J
'

.. |, TeRmwaL g‘é‘\’,‘l’&w MGDEM

- L

—

R &
. k- .

Teesr IN(BUILTINTERMINAL u 5 '

-3 -

. i T + CIPHERED '
. e TERMINAL . | ' TEXT .
¢ - - L ] . . '1' ,
\1 s '-.___.—"— . - .
' r SECURITY _{ ‘ ' \ ‘
' M
- | DEVICE ™ : MODEW, *r’ SN
= e . N 3 -
® " 2| ’ . . .
h‘? L ' Al "
\ A f': . 4 .
L S, m Bunnmmooem :
. ' . T X CIPHERED TEXT
D cear (| - - i
' < TEXT " "MODEM ‘ * ’

./.ﬁf ‘ ' . - ) L , . :
B ) S R ;

‘ . ) .t : 11 securiTy
. TERM - |
a Tf.a INAL - | - - MODULE




T . \ : °

Areas where standard1zat n issyrequired in the app11cat1on (imple-
mentat10n) of the Data-Enchyp ion Stapfard - arg : .
“ Y-

- 1 undertaken tC)imp]ement tHe DES using USI technology. ™ It is
- imperative that- these packidges be standardized as: far as the
assignment of input/output s and voltages -to a - common
pin configuration. This w uld paeat 1nterchangeab1]1ty of
the DES d9v1ce while permi ity in. the applicat]
—af th& de\nce ‘ 5 %

® power dlss1paflon - part1cu1ar[y WIth in- bu modu1es where,, P
¥ 7, an excessive power drain could have an impact o ex1st1ng
"equipment. .

L

r

(] key management - the ab1l1ty of the user to change the key Ta
¢ without- the Wanufacturer's inv#lvement. This area alone is
.o deserving of a great deal of attention. It involves.the
Je  « g generation of the key code Book and key assignments to corre-
“«spondent users; the physical protection of the keys, The |
~  methodology of changihg the keys and the impact of this change
- warrant dinvestigation. Should the keysage generated, by a coms..
puter? How often should they be change What is fﬂe proce-
: dure if the keys are compromised?, These,and many other ques-
o tions should bé resolved in the near future by a key management
' , ,standards committee. ’ . ,
]
e dat rates—at.the_present fime: 56K bits’ per second is the .
"¢ - ‘fastest rate at which data’i sferred in_ data commynica-
) tions networks, exclunding multip exinyg.,’ —However Tﬁ*the-ﬁereh,_‘_m‘_
o ~  seeable future transfer rates may increase and depend1ng upon :
C s ' Sclock- rates and 10ad1ng and unlpdding schemes we may find ‘the .
# ' * algerithm .procéssing time,’ or thro hput, reaches a-limit. This
> : ; area should be analyzed and 1imits- {or standards) placed’ on the
O peration.

o par‘ameter‘yb\‘ﬁ:h wou d affect ‘the DE ‘,’
.+ & Yata comm nicatloﬁs‘1nterfaces - between\the DTE. (Da;a Terminal
’ Equipment) anhd security devices should be\carefully specified,

. . particularly in light of mew and pr0posed ederal Standards as
A we]has thosgf industry. ,

 Table 1 illustrates the number of inteprelated tandards for
data communicdtion .system interface§y  Standardi%ing this inter-"

!:-( o

. facé will enable security device manufa cturers to produce com- »
pongnts and devices with greater assurance of wide app11cab1]1ty)
L )vhﬂe assuring functional 1nté¢c¢aangeab1]1ty \ :

. o a requésf of ‘the IEEE and the NBS/NCS prog?am within the Federal
° . © Govern are starting to work to structure this standard .
Burroughs™ has proposed an interface standard prosecﬁ%te ANST ’
;- " X3/SPARC committee for c0n51derat1on

Yarious c:mmittees including ANSI X3 comm1ttee as a resuﬂt of

'
bl 1 . - g}’ . . ‘-‘>' B . LY
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FEDERAL
STANDARD
{

- ASSOCIATED INTERFACE STANDARDS

MIL=STD EIA ANST

{
1020

RS-422

188114

1030

188-114

Rs;3g§

Proposed

1031

Proposed

RS-XYZ bP4902,

Proposed
1029

LY

Proposed X
DP4902

RS -ABC

Proposed
1040

Proposed
"ANSI
x.21"

~,.

DP49303

RS-232C DP2110,

(FROM 'NC

TABLE 1
Summary of Associated Standards

<

S TIB 76-1)

#

initialization procedures - methods for the initial 10ad1ng of
the key and start1ng the algorithm process

resynchronization - standards are needed prescribing the methods

. for resynchronizing the encryption process when synchronization

is lost due to power transients or transmission errors.’
o

levels of security prov1ded by the user - if the physical
security of the.user's facility is maximum then the security
device need not have in-built protection devices. However,
where physical security is easily compromised the key storage
should be such that upon unauthor1zed access the key wil)

be destroyed. 3




error detection - when the integrity of .the message is lost
through fraudulent alteration a prescribed alarm should be
given, However, for parity errors oOr'errvors caused by toss
of synchronization a different alarm should be raised.

Fach of these salient points requires an exhaustive study as it’
applies to the use of the DES in order to assure .thg users-that they
have equipment which will deliver the desired level of securffy

Whl]e there are a finite number of applicat1ons known to date,
there will be many' new ways to employ this powerful tool. Before these
new methods are applied they must be carefully scrutinized to determine
what, if any, 1mpact will result in the data comnunication community.
is conceivable that as major computer switching mnetworks become inter-
connected the innocent introduction of any ngn-standard element into
the-system could cause great confusion and prevent system operation.

, -

L) . R . + N -

Some points to consider in any apflication are:
. Nt

& Strive for transparency.

o Key storage should be non-volatile except upon -
tamperlng by unauthorized personnel,

Key eniry should be uncomp1icated

Universal applicability is: more desirable than

special purpose equ1pment oy

Encryption is the t1me—henored way to keep data safe and secret.

The, DES algorithm now offers a standardized tool to government and
the private business sector which through proper use affords the
necessary Tevel of secutity to meet the new regulations on privacy.
It remains with us to standardize its app11catioﬁs for the mutual
benefit of "the entire comnunity.
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Introduction ‘ -

I also have observed during the presentations today that many of
the speakers have covered some Of the topics that I wish/to discuss.
However, 1 would 1ike to take a deeper look into the system archi-
tectyre required to support encryption. Inﬁparticu]ar,'I would Tgke to
talk about the facilities that are required to generate and distribute
thekgpcryption keys required by the Data Encryption Standard. My re-
marks should be taken as a tutorial as I will not be discussing any
particular product offering. I will be discussing an integrated ap-

proach to the DES. algdrithm and talking about some of its pros and cons
"as contrasted to a non-integrated approach.

F

2. Implementing the DES at the Terminal

The DES can now be readily implemented in LSI for use tn computer
teérminals. The entire impiementation of the DES and _its necessary con-
trol logic can be implemented on a single card and lghated in a terminal.
A throughput of one million bits-per-second can be achieved in this ap-
proach.

For the 1ntegrate& approach, I am assuming that a message packet
‘commynications system is available between a terminal and the central
‘processing unit {CPU).  The data to be protected As carefully delineated

. from the addressing and control information in the packet. In this
approach, where only the data is encrypted, intermediary nodes in the
network need not have an encryption capability nor even know that the
datd “is encrypted. With this approach, performance and security %re
improved and the cost is winimized. | .

o ' (-

,;'ﬂ vulnerability of data is actually being_designed into the newer
computer network architectures. This vulnefability is especially
prevalent.in a 100p network. Data from all terminals co-exists on a

' ' 94
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Common commun1cat10n 11 fe and every té/minal has the Capab111ty of
read1ng the traffic pd’ ing thr0uga,the line. Encryption ,of the data

in an_end-to-end secufd ty network offers a unique arid cost effective
solution to this pro%ﬁam. ,/ . )

If we contrast the end- to/énd approach with the simpler apgy6ach

of link encrypt1on,ﬁhh1ch [ call line bracketing, we find some interest-
ng comparisons. F”%st the - Tine bracketing approach can be implemented
quite simply and w11] prou1ﬂe security on a simple communication line,
Line bracketing boxes have very little degradation, tiggfélly use al1l
codes, can be used on practically all line discipline d can befome
very nearly a uniyersal Pox for yse betwsen any modem and terminal. We
probably will see; the iptegrated approach and the line bracketing ap-
proach used concurrent}y for the foreseeable future,

i

B
M e

Some of the dasa vantages of the 1ine bracketing process ‘are read-
11y apparent, i.e,, jn dial-up networks there is no key management
service, and the Hey 1n many devices must all be the same anq must* be
manually changed, / bracketing units usually gncrypt the cont D]
information as wdll as he data and hence, Cannot Be used either fn loop
. applications or ﬂn most packet-oriented networks. . .

5 L

3. Imp]emenring he DES at the ceuy <« 7 / .

There are t ree different” w&ys of 1mpiement1ng the DES at the CPU:
Iocating the DES device 1 e front-end communications processor, lo-
cating it in the channel/wfzzin the CPU or locating it in a hardware
device controﬂ] d by the”CPU: The advantage of the first is that the-
identical DES; déV1ce ay be used in the front erd processor. that is used
An the termindl, The DES in a channel requires very high sp@ed capa- -
bilities, pexhd®s 50 miilion bits-per-second throughput. Thi CPU im-
p1ementat10n!rqqu1re$, as does the channel 1mplementat10n, a‘mult1~ch1p
DES for h}gh peed reasons. 4

[

The 1nt_grated approach of “implementing the DES as a CPU hardware
device requifes a very careful solution to the key management prob]em.
With that inmind, Twill define what [ call an "optimum” solution to ,

key management. and key distribution in an integrated CPU and DES fac1l-
',-}t_y * . L
{ ] ] ' . . ., arl K

Let us; design a network consisting -of N dev1eé; attached to a CPU.
Each terminal has an imbedded, private Device Key (tHe encryption -key
to be USQd]With the DES). Egch key is different for gggg/security: The
question i3, "How can any devite talk to any other dev if all of the
keys are different?" The solution is to maintain a list of all,of the
private’ Device Keys in*the memory of the CPU and let the CPU generate a -
new key fgr use in protecting the data between any two common devices.

-

Fl
¥ o
.

*Editor'% Note: Dr. Tuchman told a lengthy, humorous Story at' this

point to/illustrate his definition of the word "optimum.™ "
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To prevent this list of keys from being stolen or accidentally lost, we
will encrypt this 1ist of keys with another key which we call the
Master Key.. This key is located only on the DES devicé and cannot be
read by anyone,

 The following happens during a "session" of commun1cat1ons between
any two of the devicts, Let us say that terminal 2 wants to talk to
terminal 8. The private keys for terminals 2 and 8 are both contained .
in the encryption key 1ist which, of course, is encrypted by the Master
Key. The CPU generates an encrypted Session Key from a device that is
time-dependent and pseudo-random, such as the system clock. This en-
crypted Session Key (defined to be encrypted under the Master Key and
never appearing. insghe CPU in its plain form) as well as the Private
Key for terminal 2 and the Private Key for terminal 8, are all sent«to
the DES device controlled by the CPU. The Session Key is decrypted
using the Master Key; the encrypted Device Key for terminal 2 is de-
crypted using the Master Key; and then the Session Key is encrypted
using the Device Fey of terminal 2. Similarly, the encrypted Device
Key of terminal‘8 is decrypted using the Master Key and the Session Key
is encrypted using it, The encrypted Session Key is then sent to ter-
minal 2 protected by the Device Key of terminal 2 and the encrypted
Session Key is sent to terminal 8 protected by the Device Key of terminal:
8. The Session Key is then decrypted at terminal 2 apd at terminal 8
using their respective Device Keys. Thus, both terminal 2 and terminal

- 8 have the same Session Key and will be" able to communicate. -~
r

That is the "optimum" solution we have found for key management 1n.

_,/Eﬁ\fntegrated system design.

-




-An LSI lmplementation
“of the
Oata EnCryption$Standarg

Howard 0. Wright o
Rockwell International
Mail Station 503-200
4311 Jamboree Road
Newport Beach, CA 92663
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This paper describes an LSI circuit designed
to perform datx encryption using the algorithm
adopted by the National Bureau of Standards as
the Oata Encryption Standard. The encryption unit
enciphgrs/deciphers data in 64-bit blocks.
input data and outputsdata are buffered, allowing
the unit to sustain a data rate up to-1.6 My/s.
The unjt has tri-state busing capability and is
a versatile LSI unit, designed for use in a wide
variety of app]icat1ons The unit is sufficiently
small in size and Tow in power consumption and cost
that it.will allow data enClphgﬁment to be used in
systems in which the use of enciph&rment was pre-
viously economically unfeasible. ° .

Key words: Encryption; LST; MOS; security.

Introduction g ’ .

Collins Radio Group of Rockwell International Corporation.has im-
plemented an-MOS circuit that is designed to perform the algorithm
deS1gnated by the Mational Bureau of Standards as the Oata Encryption
. Standard (0QES). 1/ The 64-bit block enciphering system described herein
consists of a method of enciphering or deciphering a 64-bit block of

—— ——dinput data into a 64-bit block of output data with a variable, 56-bit
: . ke‘:’ »

. A single, 40-pin.MOS circuit is described herein that perfhrms the

« algorithm function and accpmpilshes a task that previously required over
100 medium scale integration (MSI) circuits to implement. The purpose  +
of this paper is to describe a large scale integrated {LSI} circuit
implementation of this algorithm. Rationale for the impilementation and
some of the ways envisioned for the circuit yse will be discussed.

(0
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2. Architecture
. N h he
The architectural design of the LST Encryption-unit was influenced
. by a number of application and technical parameters. The largest anti-
cipated application for the units is =~ the «t@rminal field. Many ter-
mina’ls are being de51gned around 8-bit, character-oriented microproces<
sors; therefore, architectural design was directed toward an 8-bit
parallel input/output {1/0) termlpal with busing capability. The de-
sign was also 1nf1uehced by “initial cudtomer requirements for a unit
with a throughput%apability of at least 1 Mb/s. ’
. e
The basic data path architecture for the LSI encryption unit is °
shown in figure 1. The data enciphered/deciphered are loaded into a
64-bit input buffer register, 8 bits at a time, using the data-input
strobe line to control the transfer. Eight data input strobe pulses
are required to complete the load of the 64-bit input buffer. The’
64-bit input register is. implemented using eight 8-bit shift registers.
The tnitial permutation defined by the DES is accomplished at the input
register by connecting the 8-bit input to the shift registers. Follow-
ing a load of eight 8-bit bytes of data, the contents.of the input reg- -
ister will be as defined by the DES initial permutation table. *

Once the input buffet has been loaded, the start line will be =«
pulsed to initiate operation of the algarithm section. The start pulse
cause& the contents of the,input buffer register to be transferyed to
the algorithin section, and frees the input buffer register to receive
another biock of data. One pin on the unit <is used to specify whether
the processing is to encipher or deC1pher the input message. In either
case; [/0 is 1dent1ca]

To allow the unit to sustain a data ‘rate up‘to 1. 6-Mb/s in a pipe-
1ined modd of operation, 64- bit buffer registers -are used on both -input
and output. This type of arch1tectural design allows simultaneous data
input, algorithm unit processing, and data output.

The output bGffer is a 64-bit buffer that is organized:as eight
8-bit shift registers. The inverse of the Tnittat-pérmutation is ..

» accomplished at th® output buffer in the same manner as the initial
permutation was accomplished ‘at the mnput register. A data output
strobe 1ine is used to transfey 1 bit frem each of #he eight registers
to the output pins of the unit, and the data in each of the output

.buffer shift registers is shifted down 1 bit on the falling edge of the
data output strobk, Eight data output~str0be pulses are requyred to
extract the conténts of the output buffer reg1ster ,

Two additional contirol signals are requ1red to use theJunit in tail
pipelined mode of _operation: one is-the busy signal, and tHe other is s -

the enable output bg\jfr load ‘signal.

.
-




When the algorithm section is processing data or when it is holding
previous 1Y processed data while waiting to load the output buffer, a busy
condition is indicated.by the busy signal. . The busy signal gbes high | -
following a start pulse, and remains h1gh unt11 the algorithm section
has transferred a block of 64 bits to the output register, The falling
edge of the busy signal is an indication to the external control logic

- that data is available in the Qutput buffer and that the start Yine can

be pulsed to start a new process1ng sequence. {

The enable output buffer ad s1gnal llne is pulsed to indicate to
+, the algorithm section that the output buffer can be loaded when data is
available. ‘For normal block ehciphering, this line will be pulsed after
o eighth data output strobe/has emptied the out t buffer. Although.
the buffer empty signal could be generated internal™to the chip by
countingeight data dutput sfrobe pulses, there are cases in which only
< a few of the 64 output bits are actually used; therefore, allowing the.
external logic to detegmine when the output buffer can _be lgaded in-
s, Creases.unit versat111ty j

- LY
L3

2.1 fKey Var1ab1es S

- The key var1ab1e used by the algorithm section is stored in an in-
ternal 56-bit key register. The'method of handling key variables during™
load of the key register was influenced by the requirement in some ‘sys-
tems to ensure-complete physical separatiom between key variables and
normal data paths. Consequently, eight pins gn the package were de-
voted to'a clear key port for use in enter1ng c1ear key variables into
the unit, as éhown in f1gure 2.

_ . Axkey <trobe is used to enter key variable data, 8 bits at a time,
into the unit through the clear key port inputs. Each 8-bit group is
checked for odd parity as ¥t is entered. Following removal of the
parity bit, 7 bits of key variable information are entered into the key
register €ach time the key strobe line is pulsed. A parity error line
is available‘on an output pin and will-b£"set if odd parity is not pre-
sent on the clear key port while the key sp:obe line 'is high,

. In addition to having the-capability of lcading a clear key,.through
the clear key port, as described, the unit has a provision for decipher-
ing key variable data in the algorithm section, checking the resulting

- clear key data for correct parity, and transferring the result to the
key register. This process allows keys to be entered 1nto the system
in enc1phered form. The .enciphered keys can be carried to the unit by
gour1er or can be transmitted to the unit via the normal xommun1cat1ons

ath

]

When enciphered key variable data are entered’into the input buffer .
over the normal input data lines, the .rekey line is pulS€d jnstead of the: .
start line to start the algojithm. When the algorithmfunit has completed
deciphering the key variable, it is loaded into the output buffer, checked
for proper parity, and finally.loaded into the key register. During this

100
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process, the tri-state dr1vers on the output are forced off to prevent
‘clear| key variable data from being observed on the output.

An 1mp01tant security precaution is taken during the rekey protess
by gating off the tri-state output,drivers and clearing the outgut buffer
following the rekey process. This feature, when coupled with a suiteble
key distribution procedure, can help prevent a covert attempt to obtain
key variable information from the unit even though an intruder has access
to the unit's circuitry. This is particulariy important at an unsecured

_vemote terminal site. S i ,

The capability to power the key-registeir through a separate power
pin, which alldws a small battery backup to be designed into the system
to provide nonvolatile key storage (lasting up to several days duiring
power outage condition), is an add1t1ona1 feature designed for use at
a remote terminal.

2.2 I/O Busing

To faC11Jtate using the un1t in systems built around a bus concept
two s1gnals were added that allow the centrol signals previously des
cribed_to be bused. A control enable signal was ANDed with the s art,
rekey, -encipher/decipher and the enable output buffer 1oad 1ines. The
control enable signal is.designed to be conhected to the addre551ng
function ¥ssociated with the bus; and,.when a bus output sequence is
addressed. to the control inputs of the algorithm unit, the control en-
able Signal is momentarily raised to date the state of the folr. control
signals. from the bus into storage elements within the unit.

The busy and the parity error signals are gated to the output p1ns
of the unit through tri-stdte drivers. The drivers are enab]eg by a
status enable signal that allows the busy_and the parity error signals
to be gated onto the bus when addressed by the bus addressing function,
for systems that do not employ busing, the control enable and the status
enable sign?}a‘can be tied to a logical 'state and ignored. -

4

2.3 Algorithm Section - L

The block diagram shown in figure 3 illustrates the complete en- .
cryption-unit including thé algbrithm seefion. As previously described, \l'
_ the initial permutation {IP}) is performed at the input buffer. < Data are
transferred from thé input buffer to the 32-bit registers L and R to
begin a.processing cycle. A proGessing cycle, either encipher or de-
. cipher, is accomplished in 16 processing ijterations. As defined by the
E bit selection table in the DES, 48 bits aré selected from the R regis-
ter, and are EXCLUSTVE QRed with selected bits from the key régister as
defined by Table PC-2 of the DES. The resulting output is used to ad-
dress Read Only Memgries (ROM's) $1%hrough $8.  Output-bits from the
ROM's are selected ascording to the primitive function P, and are ex-
clusive ORed with the 32-bit contents of the L register. The final step
<N an iteration process is to.transfer the contents of the R register to
the L register, and to transfer the results of the last exclusive OR into
the R register. .
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Between iterations; the key data are rotated in the key registers,
as defined by the DES. _Following the sixteenth 1terat1on, data are
transferred to the output b é&ﬂreg1ster and the inverse permutation
»(IP-1) is accomplished at the oltput of the output buffer reg1sters, as
previous1y described.

-

2.4 Final Product

The circuit is built using PMOS technology, and is contained in a
40-pin package. The unit requires +5-and -12 volts and.diésipates 300
Md of power. A free-running clock is required to run the algorithm
section. The time to process a 64-bit block of data’ 1s dependent upon
the speed of the clocks and.-is. defined by :

Time = (Period Clock) (64 !

 The max1mum Clock frequency canndt exceed-1.6 MHz.

3. App11cat10ns R T , A
. ’ + 'Q\wi"‘"

F1gure ﬁ presents an example of how the unit caﬁ\QgRused ina ',
microprocessor system. The unit is completely under the control of the
processor, The processor loads the unit with.64 bits:of data to be en- .
ciphered or deC1phered starts the unit, and then reads out the 64-bit
resuit. For appT1cat1ons reguinring h1gher throughput, more Than one unit
cansbe connected to the bus; also, the unit could be cannected to the
bus through a DMA channel to re]Teve the processor of handTlng each byte
of data.

Apr—,

There are many applications in which the requ1reﬁeﬁt to handle en-
C1phered data in blocks of 64 bits is too restrictivk {i.e: the case of
an 1nteract1ve terminal confected to a . processox). For such applications,
sthe algorithm unit was designed to support a cipher feedback system. In
this mode of operation, data are enciphered by EXCLUSIVE ORing it with

the output,of the algorithm un1t,_-The enciphkered ddta are then-loaded— - —*-

back into the algorithm unit and the a1gor1thm unit is started.. After

the algorithm unit has loaded its output reg1ster the next clear text

data are enciphered, and the _cycie repeats. Only 8 bits of ‘the 64 bits - "
generatéd each cycl the output of the algorithm unit are used, an

the unit is cycled 2?%Er only 8 bits have been loaded into the input d‘ﬁﬁhh““
reg1ster The input to the algorithm for each cycle then becomes the ~
preV1ous 64 bits of enC1phered data

This system has the advantage that, once eight characters have been
passed through the system to synchronize the receiving aigorithm unit, a
- chardcter will be deciphered at the recejver for each character input at

the transmitting end. Therefore, the block encipherment requirement is

eliminated.
109.
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. Similar techn1ques can be applied to handle serial data_or data in
any character widths from~L to 64 bifs; however, when data path widths
other than multiples of eight are used,-an accumu]at1ng register at the
1nput to tne algorithm units is requ1red . .

e

4. Conclusion. . p

« The 64-bit block enciphering ‘circuit is a versat11e LSI un1t with
high throughpu apability that was designed.for use in a wide variety
of -applications. The .unit defined herein provides the system designer
with d powerful and cost—effect1v tool for solving many of the data
security probIems that currently face the industry. The unit is suffi-
ciently small in size,.and low in power consumptionsand cost, that it
will allow data encipherment to be used in systems in whieh the use
nf_encipherment'was previously economically unfeasible.

L
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"Presented is an LSI implementation
of the Data Encryption .Standard. THe
device has bheen developed. for use with -
microcomputer based data processors, with
‘encryption or #cryption of 64 bit blocks
inputted and outputted through a single
8 bit tri-statfe.bus port. A single 45
volt supply powers the LSI chip; block
processing time is 160 microseconds,
allowing typical MPU configurations to
operate over 200 Kb/s. The unit possesses
two key registérs to facilitate downline
. loading of encrypted key, with on-chip

decryption and error checking under the
control of a resident master key. Con-
tinaal checking of the operating ‘key . .
during algorithm execution as well as
during key load provides an economical -
degree of security for many applications, ="~
. ' N ’
Key words: Communieation; encryption;
¢ microprocessor; MOS.
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. Aihardware LSI implementation of the Data ?ﬂcryption
- Standard has been developed at Motorola Governmént Elec-
tronics Division. The device, called the Data Security
Device (DSD), performs._the 64 bit block encryption or
decryﬂﬂ;onraCCUfﬂing to the Federal Standard algé?;ﬁhmy¥““‘”
-utillzlng one of, .two 56 bit keys stored on chip. Plain
and cipher data blocks are inputted and outputted through
a singlé 8 bit tri-state I/0 port, So.that minimum load
is presentéa“fo.a microprocessor data bus.
«-@' -

The DSD is ’configured on a Silicon Gate N-Channel MOS
Depletion Load LSI chip contained in a 24 pin package to
minimize devite cost. ‘ ¢

This paper will discuss the-flexible centrel features
of the chip design, and applications of these features in
secure data module implementations,

B . .

2. “Data Security Dévicé Construction

The Data Securlty Device was de51gned to provide the

DES security function for many ex1st1ng terminal, link and
s computer systens, - Sinece a- large number of these systems

now utilize microcomputer devices for processing and for-
matting of data, emphasis has been placed upon the ease of
implementing -security with the DSD chip in existing micro-
processor "hardware, . Use of a single 5 volt power source,
conventional clock sources; and minimum data bus loadlng
are features of the DSD. .

3; DSD-Arch%tecture

ity Device appears (to an MPU system as
An illustrative example of
is shown .
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Internal constructioy of the DED is illustrated by
$ the block diagram of figure 2.- The device consists of a
single -8 bit Data Bus Buffer with tri-state operation,
through which data may be entered into 64 bit Active or
Major Key Registers or a 64 bit Data Block Register, .
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At the bus interface, the .Data Security Device (DSD)
-appears as eight addressable memory logations to the MPU,
through which the operational mode of the chip may 'be
selectéd, chip status monitored, key or data written into
the deV1ce, and data read from the device. \

AsS shown in table 1, the opeération of the DSD is split
into five major modes: (1) Data Encryption, (2) Data De-
cryption, (3) Loading of*Data or Encrypted Key, (4) Data
Readout and (5) Status Readout. These and additional
control modes are activated by three address 1nput lines
and 2 Read/Write input command. -

CONTROL ADDRESS OPERATIONAL MODE

A0 Al A2 R/W .
0 .0 WRITE DATAJ--C"‘KEY OPERATION
1 ] 0 ENCIPHER DATA '

0 DECIPHER DATA

1 READ DATA
1 | ReaocsTATUS °

[

* Instruction pertormed during elghlh byle ot Oata
Block entry.

o
A - -
+

L 1Y T " PR

. Tabie T, ,
MAJOR OPERATIONAL MODES
' 0F13A17\SECNJR[TY[)EVWCE

e

Table 2 illustrates additional control operations
which initialize the chip and determine the oper tional
key to be used. Since the wr1t1ng of 01phered ey appears
as data to be processed, the control address presént at
the eighth byte of data block entry is used to-'determine
whether the processed data can be made available for-output
(valid data) or loaded into’ the Active Key Register.




CONTROL ADDRESS CONTRO@

RESET/I_!SITiALIZE }

ACTIVATE MAJOR KEY
, ACTIVATE PLAIN SECONDARY-KEY
1 "6 \| DECIPHER SECONDARY KEY
0’ 1 ENCIPHER SECONDARY KEY

!
» * Instriction performed during eighth byte of'Key. -
Block entry. - -4

-

= Table 2
CONTROL MODES OF DATA SECURITY DEVICE.

R F
Chip Initialization

A RESET signal input to the DSD s used to initialize
the interndl control logic, status flags, and counters.
The RESET function &hould be coupled, with the system power
-on reset to provide orderly system initialization and also.
may be used as a master reset tdjlpe chip during system
operation ., , )
Reinitialization may™4ilso be performed under software
control by a write command under ‘address control A0 = 1
Al'= 0, A2 = 0, R/W = 0.

s

5. ~ Key Operations ‘ - ©

. Two key registers in the DSD allow storage of a Major
Key while processing data with an Active Key. Both key
registers are loaded through the data bus port, with com-
mand addressing dependent on the form and_destination of
the key. ) '

. The prime or master key is entered into the Major Key
register and simultaneocusly checked for parity error and
loadéd into.the Active Key Register. ‘During algorithm
operation, the DSD continually performs parity checking
on the contents of the Active Key Register. .

. ] - ;

A secondary key may be loaded into the Active Key
Register in plain or ciphered form. If the secondary key
*load command shows a cipher key operation, the DSD will
4 . + ! ’
[RR] oo
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process yhe key using the present Active Key. .The DSD must-
have previously bheen loaded with either Major Key or another
Secondary Key. After-algorithm proce551ng, the DSD trans-=
fers the dec1phered Secondary Key to’Active’ Key Reglster
.while checking parity. Should the Secondary Key contain
parity errors, as is possible with down 'line loaded data,
a repeat cipher key operation mav be: performed using a
Major Key transfer. During Secondary Key or transfer oper-
ations, the cantents . of the Major Key Register are. preserved.

§

6. Enciphering of Data LT .

For the enC1phering process to take place a key, major

or secondary, must be resident in' the Acti Key Register.
Data is written inte the device 1n.e1ght erght-bit bytes
under software control. The.first seven bygkes ‘are written
into the device under address control AO 0, Al = O,
A2,= 0, R/W = 0. The eighth byte is written under address
control A0 = 1, A1 = 0,.A2 = 1, R/W= 0. After the eighth
byte has been written, enciphering of the Data block auto-
matically commences utilizing- tHe key’ stored in the Active
Key Reg;ster \ . - ,

As the enciphering algorlthm 1s initiated, the key is
checked for parity error, which if detected] sets the ‘Key
Parity Error flag. Any.external action other than a read
request of status (A0 =1, Al = 0, A2 = 0, R/W = 1) during
the actual enciphering, process w111 be * 1gnored by the
device, . t y

*At the completiop of the enciphering process, the
enciphered data may read from the device under soffware
control. For some system app11cat10ns, e.g:, cipher fged-
back operation, it may be desirable to enter a new block
of, data without reading out the total block previously

’ enciphered. 1Input of new data without total readout is
© -/ therefore not precluded-by the DSD. -

&

»

~7  Deciphering of Data

The process of deC1pher1ng of data is operationally
the same as the enciphering process with® the exception that
the‘eighth byte of data is written 1nto the devlce under
address control AO =0, A1 =0, A2 =1, R/W

»

!

8. Reading of Data and Status T . .

. Data may be'read from the device in eight—Bit bytes
under address control A0 = 0, ‘A1 = 0, ‘A2 1, /W =

Any attempt to read data whlle the device is "busy” w111
be ignored. ‘

'

rr——
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" .o . . >
Two device-status bits are provided which<can be read
from, the device under software control (A0 = 1, Al = O,
A2 = 0, R/W =.1). Key Paritv Error (PE) appears én bus
% data line DO, and*Dev1ce ‘Busy appears on bus data lime DI,
D2 through D7 are held to.logic 0 during a read of statuf. -
PE and BUSY are also provided in complement form-as Mopen,
dra&n" discrete outputs from the gﬁ;lce as IRQA a g TRQB

for use as interrupt requesfﬁ and/ status dlsplav !
LAY

9, Device Operating Conflguratlons ‘ . .

. ¢

-

.The D§b is packaged in a 24 p1n Dual In-Llne«package.
. In addltlon to Data, Address and Statgg'lnterrupt prns six
pins are used for Ch1p Enable and five Chip Select’ 11nes,
$0 that several DSD's may be operated under the controéfgéﬂf
one microprocessor. A free= ning 2 MHz clock synchr -
] nizes the DSD with MPU épﬁfzgﬁiatlons, for 6800 conflgura—
*  tions, the MC 6871 or MC 6875 clock generator provjdes’
1 MHz system clock to the MPU and 2 MHz t® the DSD Under
this configuration, a block processing t¥me of 160)#licro- .
seconds, ‘and typical input/output of 120 m;croéeconds yield

a maximum data encryption raste ofwa§p oxxmately 230‘Kb/s.

DSD operating power dissipation avexages 450 m1111watts in-
LY

”
-

tg}s conflguratlon.

Flgure 3" shows a typical system, appllcatlonoof the P
DSD/MPU configuration operating in the CipHer’ Feenggg N

(CFB) Mode. A Peripheral .Interface Adapter is msed
input un01phered data and output cipher. data on asbyte=
by-byte basis. The configuration makes uke of the MPU’s
exclusive OR instruction and the psh’ S encrypt: ind decrypt
capability on consecutive Qperations. Each characte;‘oﬁn
byte of data is enciphered'by exclusive. ORing.with a byte

" of the last encryYpted block from the‘DSD. The DD the

4 decrypts the cipher block to recover the prev1ous encifhered -
data block and updates this block with the new encipﬁ red
data byte. Becauyse approximately 400 mlcroseconds are
equired for each character processed, the data rate 'ip CFB
is slowed to 20 Kb/s. A minor modlflcatlbn to thé DSD chip
addPess logic is reguired to perform CFB operatlon 'in accor-

- dance with NBS Guidelines. However, it may be desirtable to
allow room for differing versions of 'CFB to reduce the bit
error extension difflcultles anticipated for some,communica—
tions links. v : :
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APPLICATION WITH CIPHER FEEDBACK

) The block diagram of alve
encryption is shown in figufé}g.
ag a plug in Security Module

computer development system.

‘\versatile unit for
The unit is co
r ‘the. M6800 EXORciser Micro-
A 9" by 6'" board containing

red

the DSD, Address and Data Bus buffering.allows the M6800,
Securlty Module to adapt sthe EXORciser' to a secure data
terminal. Optional Erasable Read Only Memory in the module
can be addressed to load selected encryption keys into the
DSD. The Module,.can 'be programmed to operate in the Block
or CFB cipher mode to provide the EXQRciser capability for
use as a flexible secure data terminal. ,
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" Conclusion

‘The Data Security Device, an LSI implé}entation of the
Data Encrypticon Standard, provides a flegi%le means of
incorporating data security into microprocessor based ter-,
minals and minicomputer systems. De31gn features which make
.the chip appear as an additional member of a microcomputer
family allows economical hardware and software solutlons to
growing computer security needs,

"
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S ARPENDIX

Question and Answer Session
s

b

The following questions were submitted in writ-

ing during the ¢onference. The answers were prépared
by either the speaker, the session chairman or the
editor, -

Question: To Scott Taylor, Collins of Rockwell Internationai

Did you say that the cost would decrease at the same time that the
speed and density increase in LSI technology so thatjwe get'a factor
of 1000 improvement over the next five years? )

] .
- -

Answer: \ .

No. “You can optimize on ary one of the parameters but you cannot ’
optimize on all- of them at the same time so that you will get this .
high a factor of improved USI1 efficiency in the next five years. The
actual improvement will depend upon whatever factor is being optimized
.and the cost of optimization, * - )

- L | .

-

Questions ‘

How does one obtéin'a copy of the document referenced by Mr. McDonnell
on EFT security? : e ' .

- - -

Answer: ~

By writing to the Nationa] Commission'on Electronic Funds Traﬁsfer,
Washington, [, C. 20429 \.

",
i

Question: To Barrie Morgan, Datotek, Incoirporated

- ) oy ' '
How do you suppress control characters in the cipher text of a DES:
device? . : . o

A W - -

Answer:

The a]gorithm.used to suppress forbigden gharacteﬁﬁ depends on the code
set being used, ¥ ASCII and EBCDIC each require different forms of
suppression. In seme._cases, a _look-up table can_be used, .




Question: ’

Whom may [ contact to obtain more 1nf0rmat1on on DES protoco]s in
communications anhcatmns7

Al
v
- . -

“Answer: .. S . .

There are two sources: Drs Demnis K._Branstaﬁ of NBS, phone number
301-921-3861; and Mr. Ed Stephan, GSA, phone number 202-566-1180.

. T

‘ . & .
(Juestion: . . - .4

e
.-

would NBS p]ease reconcile the fact that an encrfbt1on algorithm
capabte of being implemented.in either hardware or software is
peeded but that the DES is. onﬁy to be inplemented in hardware?
' .

Answer: . , RN &
The DES is only to be implemented in hardware, i.e,, e]gbtronic de- _
vices with read-only memory, mitro-programs or in dedicaged micro-,
pPr#cessors. he DES can be *validated easily in these forms and
is very Mifficult to be modified by unauthdrized people. Soft-

+ ware-may be used to interface the DES device to its app11catf0n.
Software algorithms weie not cons1ﬁered in our 5011C1tat1on or
our evaluat1on for these reasons.

Illr . oA
-
Question: To Ba%rig Morgan, Datotek, Incorporated
1 \ . -
If messages consist of digits only (typical of EFT tramfaction data)

.. 1s the security provided by QES compromised by enc1pher1ng only the Ieast
ey, SIgmfmant bits of an 8-bit code? Lo . %
Answer: . %

To the best of our knowledge, the security provided by the DES will not
be compromised if only the least significant bits of the data codeua+e
enciphered. This technique may be used to assure that control characters
do not appear in the c1pher stream.

T + .

L 9 l .
Question: To Stephen Walker, ARPA .

Y

-—

In a packet oriented system such ‘as HOLC, hOw can encrypted data be
routed’ : .

Answer:’

a
a

. Enq-to;end'gncryption techniques, app1iéd in packet-switched networks,
" . require that one encrypt the data only. The headers and control

4 ) M
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. A
' .
] L

» information must be transmitted in the clear. If the address information |
is sensitive, then link encryption must be used also between the switches.

Qgestion' To Scott Tay]or,.tbl1dns of Rockwell International -

What is the overall éffective speed in the Collins Tmp]ementat1on of the
DES? . . .

Answer:

1. 91nedab1ts On the Collins chip, 1nput output _and proceSS1ng‘are all
done in para]]é? in order to achieve this thh throughput.

Ll

_
Question To Kr1s Ra]?apa1l1, Fairchild Semi- Conductor

whgt is the approx1mate cost of the Fairchild four«ch1p DES ,device?
,Answer

‘The estimated price at th1s time is $200. 00

Question: ’ p
-

What interest has the Government expressed in implementing the DES in
m111tary cryptograph1c equ1pment7 .

Answer ' . i
The DES was not des1gned for use in military app11catlons This is
clearly stated in-FIPS PUB 46

!
e " '; " '
.Question: N ¢

$he Office of Telecommunications Policy Circular 15 s1gn1f1cant1y v
. downplayed the need for encryption to protect privacy in data commun i -
~cations. What is the position of I}IBS,‘Q'in response to this ques{mn?

& - +1

Answer: ‘ R : <
The Pr1vacy Act of 1974 does not explicitly require encryption. This
law does requ1rg thatl an adequate level of protect1on be provided for
sensitive data in high threat envirgnments. C1rtu1ar 15, as drafted

by OTP, simply states that most personal data handled within the Govern-

ment does not exist in these environments. Tt does not say that en--
cryption cannot be used. . ’ :




Quest{en: To Kris Rallapalli, Fairchild Semi-Conductor

How would 2 DES device encrypt a file on a storage unit such as a mag-
ratic. tape so that it is "different” from a similar file on the same unit?

" Answer: ° ‘ -

Encrypted data is not inherently different from unencrypted data. The
DES is totally transparent to data codes and likewise protects all-
possible data ‘codes., Therefore, a daty file must be marked in some way
as being encrypped ,Jn add1t10n, the cryptographic protection of stored
data requires a d1fferent approach from that of chmmuntcations. First
of ali, the enc¥ypt10n key used to protect the data must itself be
stored dnd protécted as long as the data is to be retained for later
use, The key used to encrypt the data must/ih some way be associated . .
with that file. Methods for achieving this ‘are being deveNpped,

- : . N

i

« Question: To Keith Warble, Motorola /_,’
What is the cost of the M6800 security moduLg that he presented?'a
. Answer: e R

w

“\».\

Our estimated cost for the security module 1ncfhd1ng a DE chip and .
related interface devices on a 6" x 9" card is $495.00, aﬁh will be
available some,time in mid 1977, (Editor’s Note: Motoro a has announced -
an M680Q Data Secur1ty Module for $475. and an Intel.8080 Data Secur1ty R
Module for $495 ) ‘ _ _ .

Question: To Barrie Morgan, Datotek, Incorporated - .

Wy not process the enciphered data and send thefETX {end of text) din
the clear so that single bit errors would be far fless 1ikely to dis-~
rupt communications? .

Answer: , .
That is the normal procedure. In ASCII thé control characters are
passed unenciphered and all control chzfacters which happen to occur

in the ciplier stream are flagged to prevent their being 1nterpneted as
gontrol characters.

- .
. . -

Question: To Clark Weissman, System Development Corporation

How are automated kdy management keys protected? °
1 ‘u-?’c _ . .
. -

FA ,




Answer: .

A key that is electronacaT]y transmitted must be encrypted under a key
that has never been transmitted through the e]ectr0n1c network

+ . 3

# Questioﬁ:
/}S’the DEé under export control?

-

Answer: L - L
The egﬁort of all cryptographic .equipment is controlTed under Code of
Federal Regulations 22: 121-128. The Office of Munitions Control of the
United States State Department enforces this regulation. It is ex-
pected, however\‘that licenses can be obtained to export DES devices.

. ~ . .
Question: To, Carl Campbe]]h Interbank CardwAssociation

What impact will the DES have on cominuni cations networks, i.e.,
network management and compatlbll1ty with existing common carr1er
networks?

”

Answer:
AnsWer

.The DES «an and should be implemented so that it is transparent to . -~
network management and has little, if any, impact on the network it-
self. The, common carrier network should not be affected by the BES

if it is implemented and used properly. Only a negligible effect will
be apparent to users if the communications line .is not-noisy. If there
are many natural errors on a communications line, the impact of using
the DES will be greater, i.e., the DES will multiply single bit errors,
usually by a factor of 64. However, *error detection protocols shou]d
minimize any effect .of this phenomenon

ggest10 To Keith Warble, Motero]a , AR |

»¥

Is a pre]1n1nar§ specification sheet ava11ab1e for the Motorola

Data Security Module? .
| ne o : :
Answer: r o . .

A copy of the preliminary specs can be pbtained by writing to
Mr. Durrell Hillis, Motorola, G,E.D., 8201 East McDowel1 aoad
Scotteda]e, Arizona 85252 . o

>

b 4




Questiona To Clark Weissman, System Development Corporation .

\ ' . 1 . . -

How do the DES and CRC (cyclic redundancy check) ¢omplement each other

to prevent fraudulent modification of messages in a packet?.

Answer: .

““\--M.L..-,Ir ,
The CRC error detection <ode or any simjlar polynomial code may be used
\“\ein‘conjunction with the DEX to provide message authentication. The

error detection code should be generated on the plain gessage, then en-
_ crypted along with the message and the resulting cipher transmitted.

The receiver should decipher the message, compute the error detection

code from the received data and compare it with the error detection code

transmitted.with the data. This schema will ensure that a message can-

not be .modified even by-an author1zed person, without. be1ng detected by

“the. recelver

-~

To prevent a "record and replay™ threat from betng used, a nes!age

" sequence number must be generated, encrypted and transmitted with

a message. The receiver must -then verify that no messages have been
lost, inserted or retransmitted. . .

Question: '

t
N - . . »

Isn't there a problem with;gngrypting data for storage and not be1ng
able to read it Jater? - . v

i - »
+ -

Answer:
- . . . .
If encryption is used to protect valyable data in storage, some method

must be used to assure that it has been encrypted properly before*it is
stored, and then‘that it is also stored properly. Several alternatives -

‘are p0551b]e /“\\g ' N
An indep ndent device may ‘be ysed to read the storage
medium to assure ‘that it has been” wr1tten properly.

An independent devide may be used to write a second
copy which is thep compared with the first.-

In many data storage applications, the DES device
may be completely duplicated and the resuits of the
‘ two independent devices compared before the data is
wr1tten.‘
Question: To Robert Courtney, Interﬁat‘innu _Business Machines pr
Given a‘data stoerage env1ronment e.g., tape library or a shared -
disk system with combinations .of both sensitive and non-sensitive
data files; would.you recommend protect1on of the sen51t1ve data by

1211
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angnymity, i.e., not labeling it as being sensitive, or physically
Tabeling the sensitive data and using rigid administrative pro-
cedures for protecting the sensitive data? .

W

o
_Answer: _ {;”b

Sensitivity is a "degree~to-which® sort of thing. It is rarely a
simple binary variable. [If you have relatively few sensitive tapes

. or disk packs which can reasonably be put in a vault, this i§ typi-
cally adequate given that th sical. security 15 good. In general,
sensitive data should be labeled as such and be given adequate pro-
tection. Security through gnonymity generally is only adequate in a
benign environment. In nearly all cases such as’ you describe, one
should also examine ‘the threats to the data from accidental or in-
tentional modification and destruction. One.usually finds that all
stored data should be protected against these threats.because the-
organization {company, agency) is often dependent on the availability
. of the data, . .

Juestion :'i' .
‘To what extent has NSA participated in the DES development?

. Answer:/ i

L

1BM deveIoped the algorithm as published in the DES and submitfed ii

~to NBS during its public solicitations. NBS requested NSA to evalu-
ate the algorithm ‘for use in unclassified applications in the Federal
Govgrnmenf. IBM designed the algorithm and NBS published it without
any ichange. r ' . 1 ;\a,//ﬁﬂk“'“
L . .« : .

.Question: LN o : - .
What procedufe h111 be fdl]owed and what criteria must be met in order
for a waiver to be granted for a DES 1mp1ementation in software?

\ . . PO ) ‘

Answer; . oo T ' -
As_staked~in FIPS PUB 46, the DES s to be used by Federal agencies
en encryption is deSIred and when the data to be protected is un-
classified. The standard requires implementation of the DES in hard-
ware for Federal usage. Software implementations in general purpose
‘cgmputeriﬁa?grnot considered as complying with the standard. Federal
agenties/may waive the provisions of the DES after the conditions-and
Justifications for the waiver have been codrdimated with NBS. '\Software
_implementations for operatidnal use must receive a waiver. However,
softyare implementati for test1ng or evaiuation do not requ1re a
waiver, The criteria to he considered when waiving the provisions of

~
L]
-
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R /
o

the DES include the intended use of OES, how often it will be used,
thg Mwpact on the system of a saftware implementation and the security
rebwired in the application. . v

—-7

Question:

ST .
The GSA recently responded to an agency's request to fmpiement a secure
telecommunications system to meet mandated confidentiality requirements

“by indicating that the Communications Act of 1934 outlawed interception
and misuse of communications. GSA indicated that communications secur-
ity for civilian agencies was therefore not needed. How should you in-
terpret this in 1ight of today's conference?

Answer:

The Communications Act of 1934 made the aural interception of communi- ‘
cations illegal.. A Federal Communications Commission investigation over -
the last several years has addressed the issue of interception of v,
digital communications; the common interpretation is that the inter-
ception of digital communications doe$s not violate fhe 1934 Jaw. In-
cidentally, just making an act illegal does not necessarily stop it from
occurring. ) :

N : . .
Question:. To Clark Weissman, System Bevelopment Corporation
- . 1 - }

'Qoesn't the network security center approach to computer network secur-
ity have a problem if an intruder gets the key used to protect future

keys to be distributed within the netwdrk?

Answer:

If an intruder does obtain §he device key used to distr¥bute a working
key to the device, it is obvious that the intruder can obtain all such
working keys. Therefore, the device key must be given a.very high level
of protection and be changed on a regular basis, as well as whenever a
security breach is_suspected. The distribution and entry of device keys
should be done by manual methgds_and.the process must be protected.

R

Question: ' . - g
In what time-frame is it expected that there will be sufficient demand
for data encryption in commercial timesharing petworks offering -

services to the Federal Government to warrant implementation?

1
-

Answer: -

[
4

*  Data encryption will probably be requested as a feature in a time-
- sharing service"for the Federal Government in two to five years.
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. . . \
Question: To Clark Neiseman, System Development. Corporation

What are the d1sadvantages of a network Security center (NSC) for key
generation and distribution?

Answer: - ' -~

None has been built to date but the cost of an NSC wi]ll probably be high
inftially.. There will be some overhead associated with the distribution
of keys in the network. The seCurity of an NSC must be very high.
Maintenance of the data base of authorized users, terminals and computers,
as well as their associated keys will be d1ff1cu1t and therefore costly.

In addition, the normal costs of data Hage ma1ntenanﬁf will be incurred

e —— ‘ N
- -

at the ASC.

Questions

A recent paper by Professor Hellman of Stanford University has
criticized the DES from various aspetts. In particular, he claims
that a characteristic of the DES can be used to cut the search time
for an unknown key by 50% under a partially chosen plaiRtext attack.
He also claims that the substitution tables are "fairly close to
linear", that S-4.is 75% redundant and that the algorithm may con-

., tain a trap door. How were the substitution tables developed, are'\%
they truly random or d6 théy have spec1f1c structure?

Answer: @

The DES algorithm was reviewed by experts in encryption, including

Professor Hellman, at a workshop'held at NBS in Septemher 1976.

The characteristic of the algorithm identified hy Professor Hellman

1s well known and can be used for various purpose In particular,
éliharacter1st1c is, that if 211 of the inputs tor the algorithm

omplemented, the output is complemented. The chosen plain-

text attack requires that a pénetrator be able to collect not only

matChing plain and encrypted datd,  but also be able to collect '

matched plain and encrypted data that is the complement of the

first data. This is not always possible. If an exHaustive

search is made .to find an ‘unknown key, all of the possiblie keys

must be potentially testedk,_but only half, namely 36 quadriliion,

of the actual encryption operdations must be performed. In actual

work factor, the reduction is Jess than 50%. The characteristic is

useful to implementors in that the encryption complementing deyices may.

be easily tested during operation by simply complementing all of its

inputs and being sure that the results of an encryptlon or decryption

.operation are also complemented. .

The results of Professor Hellman's ybrk show that the S boxes were not
linear. No one at the September workshdp could demonstrate the ex-
istence of a "trap door" in the DES algorithm. The designer of the
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algorithm stated that the substitution tables are, not random, that they
indeed have structure based on a selected set of necessary and sufficient
security criteria, and that a set was chosen to particulariy minimize
their implementation in LSI tqphno]ogy.

s

Question:

Technical questions on the following subjects were also posed: cost of
DES device; mean time between failure; delay imposed on communication -
system; reduction in data transfer rate; increase in tramsmission errors;
test method for devices? i .

Answer: .
The answers to these questions will vary with many factors. The cost of
an LSI DES device will depend on market volume, the technology used,

the speed of the device and the yield of its products. Typical purchase
-prices may range from $50-3$200 per LSI chip. When imbedded in & ter-
mnal, the price may range from 5-15% of the cost of the terminal. When
implemented in a stand-alone encryption unit, the price wil1’range from
$1500-$4000. A ) .

Mean time between failure for most .encryption units will be measured in
years, Delay in communications will be measured in micro-seconds and )
reduction in data transfer rate will be negligible, and will often be used
to detect accidental errors or inténtional errors induced in the com-

" munication system. . I

The devices will be tested in various ways.  Redundant DES devices may be
used and output compargd before encrypted data can be transmitted or
stored. The complementary characteristic of the algorithm can be used
to test an operational device. Loop-back tests can be used. Known test
patterns can be used periodically. Independent devices can and should
be used before critical data is skofed in encrypted form for a long
- period of time. - ‘ :

.
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